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Combined Statistics
 

By Alert Category

Category Number of alerts Percent

UNDETERMINED 177896 28.53 %

Protocol Violation / Missing Request Header 131218 21.04 %

MALICIOUS_IFRAME 124188 19.92 %

Protocol Violation / Evasion Attempt 69330 11.12 %

Protocol Violation / Request Missing Host Header 42391 6.8 %

Protocol Violation / Invalid Request Header 38709 6.21 %

Policy Violation / File Extension Restricted 16144 2.59 %

Automation / Misc 13887 2.23 %

Web Attack / Command Injection 3839 0.62 %

web-application-attack 2191 0.35 %

Web Attack / LDAP Injection 1573 0.25 %

Automation / Malicious 1090 0.17 %

Information Disclosure / Error Message 411 0.07 %

Web Attack / PHP Injection 265 0.04 %

Information Disclosure / Source Code 203 0.03 %

Policy Violation / Protocol Not Allowed 71 0.01 %

Information Disclosure / Information Message 47 0.01 %

Web Attack / Cross-Site Scripting 35 0.01 %

Policy Violation / Encoding Not Allowed 32 0.01 %

Web Attack / File Injection 19 0 %

modsecurity

CONFIDENTIAL



Automation / Security Scanner 7 0 %

Web Attack / SQL Injection 4 0 %

Malicious Softwware / Trojan 3 0 %

Policy Violation / Request Method Not Allowed 1 0 %



Web Attack / File Injection (0%)
Automation / Security Scanner 

(0%)
Web Attack / SQL Injection (0%)

Malicious Softwware / Trojan 
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Allowed (0%)
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Scripting (0%)
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Code (0%)

Web Attack / PHP Injection (0%)
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Message (0%)
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Web Attack / LDAP Injection (0%)
web-application-attack (0%)

Web Attack / Command Injection 
(1%)

Automation / Misc (2%)
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Restricted (3%)
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Request Header (6%)
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Missing Host Header (7%)
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Attempt (11%)
MALICIOUS_IFRAME (20%)

UNDETERMINED (29%)

Protocol Violation / Missing 
Request Header (21%)

By Sensor

Sensor Number of alerts Percent

WHRO 354155 56.8 %

USW_TSCHACK 260325 41.75 %

COXDC 9074 1.46 %



COXDC (1%)

USW_TSCHACK (42%)

WHRO (57%)
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Archived automatically (1%)

Not resolved (99%)

By Alert Resolution

Resolution Number of alerts Percent

Not resolved 617858 99.09 %

Archived automatically 5696 0.91 %
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Alerts
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By Time

Day Number of alerts Percent

2009/07/27 32199 5.16 %

2009/07/28 95791 15.36 %

2009/07/29 80826 12.96 %

2009/07/30 102635 16.46 %

2009/07/31 72576 11.64 %

2009/08/01 81060 13 %

2009/08/02 95041 15.24 %

2009/08/03 63426 10.17 %
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