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Combined Statistics

By Alert Category
Category Number of alerts Percent
MALICIOUS_IFRAME 226290 61.86 %
UNDETERMINED 64637 17.67 %
Protocol Violation / Missing Request Header 22228 6.08 %
Protocol Violation / Evasion Attempt 15244 417 %
Protocol Violation / Request Missing Host Header 14584 3.99 %
Policy Violation / File Extension Restricted 8088 221 %
Protocol Violation / Invalid Request Header 6529 1.78 %
Automation / Misc 5194 142 %
Web Attack / Command Injection 948 0.26 %
Web Attack / PHP Injection 769 0.21%
Automation / Malicious 619 0.17 %
Web Attack / LDAP Injection 369 0.1%
web-application-attack 207 0.06 %
Information Disclosure / Error Message 53 0.01 %
Information Disclosure / Source Code 30 0.01 %
Web Attack / Cross-Site Scripting 18 0%
Information Disclosure / Information Message 7 0%
Automation / Security Scanner 4 0%
Policy Violation / Protocol Not Allowed 1 0%

By Sensor

modsecurity

e —
BREACH



Web Attack / Cross-Site
Scripting (0%)

Information Disclosure /
Information Message (0%)

Automation / Security Scanner
(0%)

Policy Violation / Protocol Not
Allowed (0%)
Information Disclosure / Source

Code (0%)

Information Disclosure / Error
Message (0%)

| web-application-attack (0%)
| Web Attack / LDAP Injection (0%)

| Automation / Malicious (0%)

| Web Attack / PHP Injection (0%)

Web Attack / Command Injection
(0%)

| Automation / Misc (1%)

MALICIOUS_IFRAME (62%) |

Protocol Violation / Invalid
Request Header (2%)

Policy Violation / File Extension
Restricted (2%)

Protocol Violation / Request
Missing Host Header (4%)

Protocol Violation / Evasion
Attempt (4%)

Protocol Violation / Missing
Request Header (6%)

UNDETERMINED (18%)

Sensor Number of alerts Percent
WHRO 364485 99.64 %
USW_TSCHACK 1308 0.36 %
seeker 26 0.01 %
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By Alert Resolution

Resolution Number of alerts Percent

Not resolved 365819 100 %

Not resolved (100%)
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By Time

Day

Number of alerts

Percent

2009/08/03

63426

17.34 %

2009/08/04

65809

17.99 %

2009/08/05

57996

15.85%

2009/08/06

48480

13.25 %

2009/08/07

53815

1471 %

2009/08/08

60544

16.55 %

2009/08/09

1965

0.54 %

2009/08/10

13784

3.77 %
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