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OVERVIEW

The WASC Threat Classification is a cooperative effort to clarify and organize the

threats to the security of a web site. The members of the Web Application Security
Consortium have created this project to develop and promote industry standard
terminology for describing these issues. Application developers, security
professionals, software vendors, and compliance auditors will ha ve the ability to
access a consistent language for web security related issues.

USING THE THREAT CLA SSIFICATION

The Threat Classification v2.0 outlines the attacks and weaknesses that can lead to

the compromise of a website, its data, or its users. This document primarily serves
as a reference guide for each given attack or weakness and provides examples of

each issue as well as helpful reference material. This document is utilized by many
organizations and is typically used in the following ways.

REFERENCE MATERIAL

The TC was created and reviewed by industry experts with years of experience. The
primary use is as a reference guide that can be included in security reports,
security defects, presentations, and more. The TC content appears is humerous
books, security products, and 3 " party security classification systems.

SECURITY ASSESSMENT CHECKLIST

If you are performing a security review against an application the TC serves as an
enumeration of the threats which can be used to build a security focus/test plan.

BUG TRACKING

One way people use this document is to gather metrics on the security defects
affecting their organization. When filing security defects into your bug tracking
system you can assign the weakness or attack to a given bug to identify the
frequency of specific threats to your organization.

If you have another use for the TC not outlined here please contact us
(contact@webappsec.org ) wi t h t he subject 60 WASC TnhQuirne @& t
we @ love to hear from you.
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THREAT CLASSIFICATIO N EVOLUTION

The original scope of the Threat Classification version 2 was to add items missing

from the first version, as well as update sections requiring a refresh. As additional

items were added it was discovered that the scope, use cases, and purpose of the
original document was not as well defined as it could have been. This created a
serious hurdle and a much larger scope than we anticipated resulting in a much

longer project release cycle. Upon clarifying the scope and terminology used we
were faced with unforeseen challenges requiring us to rethink the classification

system the Threat Classification was using in order to maintain a static, scalable
foundation in which we can build upon.

This involved many vigorous months of discussing how to best represent these
threats while factoring in that different consumers of the TC have different
requirements and opinions for how they wanted the this data to be represented. It

was quickly apparent that a one size fits all sy stem simply wasn @ feasible for
satisfying all of these user requirements. It was concluded that the creation of a
simplified system/base view classifying these threats into indexes of attacks and
weaknesses would be the best fit for a scalable, firm found ation that we could build
upon. Consequent versions of the TC will introduce additional data views allowing

for multiple threat representations without compromising the core
foundation.  Future versions of the TC will also introduce additional attacks and
weaknesses, indexes for impacts and mitigation &, and enhanced integrations with
other applicable data points.
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B THREAT CLASSIFICATIO N FAQ

Here is a list of frequently asked questions pertaining to the WASC Threat
Classification.

What is new in the Threat Classification v2?
1 Expanded Mission Statement
9 Clarified terminology

91 Proper Classification of threats into Attacks and Weaknesses for static/core
view

1 Base foundation allowing for the introduction of views into future releases.

How can | use the Threat Classification?

The main use of the Threat Classification is as indust ry expert authored reference
material. All TC sections have been thoroughly peer reviewed line by line to achieve
the highest state of quality and accuracy.

What happened to the old Threat Classification v1 structure?

The short answer is that the old structure wasn @ firmly based on a set of rules and
prevented us from expanding it. Additionally it was very limited in how the TC could

be used. Please visit the Threat Classification & Evolution section for a detailed
explanation.

What are data views?

Views are different ways to represent the same core set of data. The original Threat
Classification v1 structure could be considered one way to represent attacks and
weaknesses. Views are useful for conveying specific points and allow the core set of

dat a to be used for different purposes.
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What terminology is the TC using?

Please visit our terminology section for the definitions used throughout the TC.

Will the TC ever implement mitigations?

Wede currently discussing introducing mitigations to futur e versions of the TC. At
this time we don & have a schedule for when they will be included.

How was the TC created?

The Threat Classification was created in an open source group setting made up by

industry experts in the security field. Each section was authored and received
weeks of peer review in a public setting to ensure accuracy and clarity for each
issue.

Is this a replacement for CWE/CAPEC?

Absolutely not. The work done by the MITRE folks is far more comprehensive than

anything online. The TC ser ves as a usable document for the masses (developers,
security professionals, quality assurance) whereas CWE/CAPEC is more focused for
academia. There is a mailing list thread discussing some of the differences between
CWE/CAPEC/WASC.

| & like to contribute, how can 1?

Comments and discussions regarding the WASC TC may be directed publicly on our

mailing list 'The Web  Security Mailing List' at http://Awww.webappsec.org/lists/websecurity/
Those wishing to provide private feedback may reach us at contact at
webappsec.org with the subject 'WASC TC Inquiry' and we hook you up with h ow to
contribute.

Who is the project leader?

The TCV2 and current project leader is Robert Auger . The original TCvl project
leader was Jeremiah Grossman
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Just who worked on the Threat Classification?

Many, many people worked on the TC. Check out the Threat Classification Authors
and Contributors  entry for a full list.

| & like to  reference a specific TC item, how can | do this?

The TCv2 has introduced static reference identifiers for each item. You can see the

entire list of identifiers at the Threat Classification Reference Grid , Or you can view
an individual item and see the ide ntifier at the top of the section.

When will the next update to the TC be?

Updating the TCvl to TCv2 was a monumental effort. We Ge going to be taking a
few months off before performing additional updates. Chances are we dl restart the

project in mid 201 0.

What will be included in the next release of the TC?

We have created a working page at http://projects.webappsec.org/Threat

Classification -Future which will outline o ur plans for the next release. The next

release of the TC will be including content around cryptograph based attacks and
weaknesses.
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